
The New World Order
Total Surveillance. Imagine a future in which a signal emitting rfid storing your personal information is
tattooed on or implanted beneath your skin and all identifiable with the swipe of a scanner. This is exactly
what the soon coming Antichrist will do! This Antichrist will force everyone, small and great, rich and poor,
free and slave, to receive a mark on his right hand or on his forehead, so that no one could buy or sell
unless he had the mark, which is the name of the beast or the number of his name. Revelation 13: 16, 17    
  (Links) - Free (Pdf) Ebook - The Mark Of The Beast     David Icke - Big Brother, the Big Picture
Link-(Google-Video)     Alex Jones - Fall Of The Republic Link-(Youtube-Video)     Free (Pdf) Ebook -
The Coming New World Order     Short video - The New World Order Is Here!
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Electronic surveillance: it's everywhere and it's
growing. Has the demand for and use of
electronic surveillance increased? Yes,
170 surveillance cameras on one block! NYC now Camera City. In
2005, the NYCLU counted more than 4,000 street level cameras
from the West Village down to Battery Park. The group also found
that the 292 cameras along 125th Street in Central Harlem
recorded nearly every movement on that busy street. "I would
believe the number has dramatically increased" three years later,
said Matt Faiella, staff attorney for the NYCLU. The cameras have
myriad uses. The NYPD wants to install thousands to protect the
city against terrorism. The NYPD's recently released plan to
protect the city by installing some 3,000 additional cameras in the
city raised concern at the NYCLU because it takes a new step in
surveillance by creating a database of license plates and people's
movements. The police said the images, including license plate
captures, would be erased after 30 days. Because they're
continually making new discoveries to increase the effectiveness
of surveillance cameras, biometrics, rfid chips, etc., the
government may soon be tracking us all. 

Surveillance cameras mounted on
top of a tall steel pole.

According to the NYPD, you won’t even
recognize that it’s there, but high above the
heads of New York City’s citizens, there is a $10
million special NYPD helicopter with an
impressive arsenal of surveillance equipment
inside it. The chopper, called “23", looks like
plain helicopter on the outside, but on the inside
it is chock-full of hi-tech gadgetry.

The helicopter's surveillance cameras, including
one for infrared photography, are mounted
below the aircraft. The chopper's arsenal of
sophisticated surveillance and tracking
equipment is powerful enough to stealthily read
license plates - or even pedestrian's faces - from
high above.

The helicopter's surveillance system can beam live footage to police command centers or even to
wireless hand-held devices. Without leaving Manhattan airspace, the chopper also was able to get a
crystal-clear picture of jetliners waiting to take off from LaGuardia Airport and to survey Kennedy
International Airport's jet fuel lines. The helicopter is just part of the department's efforts to adopt
cutting-edge technology for its counterterrorism operations. The NYPD also plans to spend tens of
millions of dollars strengthening security in the lower Manhattan business district with a network of
closed-circuit television cameras and license-plate readers posted at bridges, tunnels and other entry
points.

CyberExtruder Gets 2D to 3D Face Patent

CyberExtruder announced that the company had been granted a new patent on their process for
creating reliable 3D models of a person’s face from a single or series of 2D images.

CyberExtruder’s 2D-to-3D conversion is certainly an important innovation to the security and
biometrics technology industries. Why? It enables better matching between offline photographs and
surveillance video. While the matching of "watch list" images against surveillance video has traditionally
achieved mixed results as a result of inadequate lighting, angle, expression, etc., this patent could
signify a leap forward in terms of the quality and value of 3D facial images.

Video surveillance gets smarter in Verbania, Italy

Verbania, the capital of the province of Verbano-Cusio-Ossola, Italy, was created when the towns of
Intra and Pallanza merged. As one of the most idyllic and famous tourist destinations on Lake Maggiore,
the town relies heavily on holidaymakers to fill its streets and generate income. To ensure the safety of
visitors and citizens, the town council decided to launch a community surveillance project based on a
system of network cameras.

Monitors linked to the ten Sony SSNC-RX550 network cameras are
installed in the Verbania Municipal Police control room, which is currently
undergoing restructuring. Even so, the system does not require the
intervention of dedicated security operatives. The human element only
comes into play when real-time monitoring is needed (for example during
a major event), or when an automatic alarm is triggered.

The town's network cameras have been positioned so that they can
monitor all arrival and escape points in every area of the town. Intelligent

image analysis functions now enable allow the city to keep special areas such as no-stopping zones
under control. Using these features, live images can be monitored in unattended mode until suspicious
activity occurs, at which point the operator is proactively alerted to the threat by means of an
appropriate alarm.

Full Body Scanner
Security checkpoint full body scanners. The full body scanner is not new,
but it is needless to say that the concept of a full body x-ray doesn't sit too
well with many people. The scanners are currently being tested at 10
different US airports, but the trial only involves offering the scanner as an
alternative to a pat down in a secondary security search. The obvious
question is whether the scanner can see "everything", and the answer is yes
- the full body scanner will see all your "parts", the TSA tries to alleviate
passenger concerns by moving the screener away from the machine, hidden
away in a dark room. Your face is also blurred on the display, so there is no
risk of TSA agents pointing at you while giggling like little school girls.
Sadly, the truth is that the full body scanner is probably here to stay, and
will eventually become the way all passengers are scanned at the airport.

There is no denying that the ability to see right through you and your clothes is the most effective way
to scan for weapons or other unwanted items at the airport. Whether this technology will also involve
you walking through with your bags is just a matter of time. 

Echelon (Signals Intelligence)
"Trillions of bytes of textual archive and
thousands of online users, or gigabytes of live
data stream per day that are filtered against tens
of thousands of complex interest profiles" Echelon
is a system used by the United States National
Security Agency (NSA) to intercept and process
international communications passing via
communications satellites. It is one part of a
global surveillance systems that intercept
messages from the Internet, from undersea
cables, from radio transmissions, from secret equipment installed inside embassies, or use orbiting
satellites to monitor signals anywhere on the earth's surface. The system includes stations run by
Britain, Canada, Australia and New Zealand, in addition to those operated by the United States. They all
form part of the same integrated global network using the same equipment and methods to extract
information and intelligence illicitly from millions of messages every day, all over the world. The system
works by indiscriminately intercepting very large quantities of communications and using computers to
identify and extract messages of interest from the mass of unwanted ones. A chain of secret
interception facilities has been established around the world to tap into all the major components of the
international telecommunications networks. Some monitor communications satellites, others land-
based communications networks, and others radio communications. ECHELON links together all these
facilities, providing the US and its allies with the ability to intercept a large proportion of the
communications on the planet. The computers at each station in the ECHELON network automatically
search through the millions of messages intercepted for ones containing pre-programmed keywords.
The thousands of simultaneous messages are read in "real time" as they pour into the station, hour
after hour, day after day, as the computer finds intelligence needles in telecommunications haystacks.
According to its website, the USA's National Security Agency is "a high technology organization... on the
frontiers of communications and data processing". Russia, China, France and other nations also operate
worldwide networks.
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CCTV Security Cameras
CCTV is an acronym that stands for Closed Circuit Television. It is defined as the use of one or more
cameras used for surveillance purposes. It was initially developed to increase bank security and has
since spread to every corner of the security industry. Home security systems, businesses, corporations,
organizations, and schools are several examples of locations that implement CCTV Security Systems.
They produce high quality, exceptionally sharp color images, and have motion sensors that track
movement across an area. They can pick a person out of a crowd and lock on them, tracing their
movements; they can run at night because of infrared technology. The possibilities are endless for
CCTV, especially as the technology continues to develop.

Biometrics

Face Scan
A computer that could recognize faces as
readily as people can and would make the ideal
aid for spotting and tracking known terrorists
and criminals on streets or in transportation
stations. But face-recognition systems aren't as
reliable as law-enforcement officials would like.
Identix (IDNX) and other suppliers are making
steady progress. Identix says that, by
combining the usual face scan with an
inspection of pores and wrinkles in small blocks
of skin, reliability is improved by at least 25%,
to better than 90%.

Iris Scan
The Eyes Have It. Probably the most foolproof
biometric measure is the eye's iris. Its
complex pattern of zigzagging lines and
random dots is much more distinctive than
the whorls of a fingerprint. In fact, because
authorities in a few foreign countries are
confident that iris scans can't be
circumvented, they're starting to allow airlines
to use iris scanning at selected airports. If
people register their iris scans, they can
bypass the usual security check. Currently, a
person's eye must be in close to the scanner.
Intelligence and law-enforcement agencies
hope that some way can be found to scan
irises from a distance -- or even to spot a
suspect in a crowd. 

Peering Beneath the Skin
Like that of a fingerprint, the pattern of blood
veins in the palm is unique to every individual.
Unlike a fingerprint, however, the palm has a
biometric pattern that is virtually impossible to
duplicate. So Fujitsu developed a palm reader
that checks the blood vessels under the skin --
and people don't even have to touch the device.
That alleviates concerns about hygiene,
especially in hospitals, where many people
touch the same biometric sensors to gain
access to a room or storage cabinet.

Prepare To Be Scanned

The Economist, Dec. 4th 2003

Biometrics: High-tech security systems that rely on detailed measurements of the
human body, known as biometrics, are taking off. But should they be? IT HAS been a
long time coming. But after years of false starts, security systems based on biometrics
—human characteristics such as faces, hand shapes and fingerprints—are finally taking
off. Proponents have long argued that because biometrics cannot be forgotten, like a
password, or lost or stolen, like a key or an identity card, they are an ideal way to
control access to computer networks, airport service-areas and bank vaults. But
biometrics have not yet spread beyond such niche markets, for two main reasons. The
first is the unease they can inspire among users. Many people would prefer not to have
to submit their eyes for scanning in order to withdraw money from a cash dispenser.
The second reason is cost: biometric systems are expensive compared with other
security measures, such as passwords and personal identification numbers. So while
biometrics may provide extra security, the costs currently outweigh the benefits in
most cases. In the wake of the terrorist attacks of September 11th 2001, however,
these objections have been swept aside. After all, if you are already being forced to
remove your shoes at the airport, and submit your laptop for explosives testing, surely
you will not object to having your fingers scanned too? The desire to tighten security in
every way possible, particularly in America, also means the funds are being made
available to deploy technology that was previously regarded as too expensive to bother
with. As a result, biometrics are suddenly about to become far more widespread.
America will begin using biometrics at its airports and seaports on January 5th. Under
the new US-VISIT programme, all foreigners entering on visas will have their hands and
faces digitally scanned. This will create what Tom Ridge, America's homeland-security
supremo, calls “an electronic check-in and check-out system for foreign nationals”.
American citizens will also be affected, as new passports with a chip that contains
biometric data are issued from next year. And the new rules specify that by October
26th 2004, all countries whose nationals can enter America without a visa—including
western European countries, Japan and Australia—must begin issuing passports that
contain biometric data too. Moves to create a European standard for biometric
passports are already under way, and many other countries are following suit: Oman
and the United Arab Emirates, among others, will begin issuing national identity cards
containing biometrics next year. Britain's planned new national identity card will also
include biometrics. In other words, governments either do not believe that the costs of
biometrics still outweigh any potential benefits or, more likely, fearing more terrorism
they simply do not care. This could be an expensive choice. Recent reports from groups
such as the General Accounting Office (GAO), the investigative arm of America's
Congress, and America's National Academy of Science (NAS), point out that, while the
political environment has changed, the technology has not. Biometrics still do not work
well enough to be effective for many of the applications in which they are now being
deployed. Even John Siedlarz, who co-founded the International Biometrics Industry
Association to promote the sale and use of the technology, says that “recent
congressional requirements are premature in my view.” Despite this concern from
industry experts, politicians are keen to push onwards, and not only in America. Otto
Schily, Germany's interior minister, recently declared his support for increased use of
biometrics, asking: “How else would you propose to improve security?” Similarly,
America's Justice Department responded to a recent GAO report by saying that the
government is in a hurry to deploy biometrics—so why couldn't the GAO just get on
board? It is difficult to avoid the conclusion that the chief motivation for deploying
biometrics is not so much to provide security, but to provide the appearance of
security. (This ends the first section of this article. The rest is continued here -
Link to article)

Biometric Examples:
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An overview of biometrics - (National Center for
State Courts)

Identification and verification have long been accomplished by showing
something you have, such as a licence or a passport. Sometimes it also
required something you know, such as a password or a PIN. As we move into
a time when we need more secure and accurate measures, we begin to look at
using something you are: biometrics.

Definition: Biometrics is the development of statistical and mathematical methods
applicable to data analysis problems in the biological sciences.

The term "biometrics" is derived from the Greek words bio (life) and metric (to
measure). For our use, biometrics refers to technologies for measuring and
analyzing a person's physiological or behavioral characteristics, such as
fingerprints, irises, voice patterns, facial patterns, and hand measurements,
for identification and verification purposes.
[more about the history of biometrics]

Uses Of
Biometrics:

Biometrics are used in two major ways: Identification and Verification.

Identification is determining who a person is. It involves taking the measured
characteristic and trying to find a match in a database containing records of
people and that characteristic. This method can require a large amount of
processing power and some time if the database is very large. It is often used
in determining the identity of a suspect from crime scene information.

Verification is determining if a person is who they say they are. It involves
taking the measured characteristic and comparing it to the previously
recorded data for that person. This method requires less processing power
and time, and is often used for accessing places or information.

How It
Works:

Biometric devices consist of a reader or scanning device, software that
converts the gathered information into digital form, and a database that
stores the biometric data for comparison with previous records. When
converting the biometric input, the software identifies specific points of data
as match points. The match points are processed using an algorithm into a
value that can be compared with biometric data in the database.
[frequently asked questions]

Types of
Biometrics:

There are two types of biometrics: behavioral and physical. Behavioral
biometrics are generally used for verification while physical biometrics can be
used for either identification or verification.

Examples of physical biometrics include:

Bertillonage - measuring body lengths (no longer used)
Fingerprint - analyzing fingertip patterns
Facial Recognition - measuring facial characteristics
Hand Geometry - measuring the shape of the hand
Iris Scan - analyzing features of colored ring of the eye
Retinal Scan - analyzing blood vessels in the eye
Vascular Patterns - analyzing vein patterns
DNA - analyzing genetic makeup

Examples of behavioral biometrics include:

Speaker Recognition - analyzing vocal behavior
Signature - analyzing signature dynamics
Keystroke - measuring the time spacing of typed words

Police advisory body installs 3D facial recognition
system
Colin Holland 
EE Times UK 

LONDON — The Police Information Technology Organisation (PITO) has awarded a contract to Premier
Electronics, in alliance with A4 Vision and Global Securities, to install a real time 3D facial recognition
technology.

PITO, which provides information technology and communications systems and services to the police and
other criminal justice organisations in the U.K., has selected the system to control access to its Biometrics
Demonstration Laboratory at its headquarters. In addition to providing access control, it will be used for
demonstrations to staff and stakeholders from across the police service and wider government, as well as
for evaluation purposes.

The A4 Vision Access 3D face reader system combines standard digital photography with real time 3D
facial recognition, providing a very powerful recognition and identification system with the ability to also
produce a standard digital photograph. The Vision Access 3D face reader is commonly used to control
physical access to buildings, banks, hospitals, airports and other types of entry points for the commercial
and Civil ID market.

Geoff Whitaker, Head of Biometrics at PITO, said, "3D face recognition systems have the potential to
provide a very effective means of controlling access as well as identifying suspects, and the installation of
this state of the art technology at PITO's offices will offer us the opportunity to demonstrate its possible
operational benefits to the police service."

There are two parts to the A4 Vision Access 3D face reader, an enrolment station and an
identification/verification unit. The enrolment unit provides both a colour digital picture of the subject and
a 3D facial template; it is possible to combine these two formats to provide a 3D-face mask. The digital
picture can also be used to generate identity cards and with a special printer holographic prints. The 3D
template is taken in real time and requires only a few seconds to be registered; personal details of the
subject can then be added to the template as required.

The unit works in the near infrared so controlled lighting conditions are not required for the 3D template;
up to 10,000 facial templates can be stored in this unit. The unit also supplies a 100Mb-ethernet
connection to allow interfacing with remote identification/verification units and VA server.

The other unit just acts as an identification/verification unit and is connected to the enrolment station via
ethernet. Subjects walk up to the unit and either present a card and look into the LCD if working in the
verification mode or just look into the LCD if in the identification mode. Pictures are captured between 20
and 60 frames per second giving identification and verification times at under one second. 

U.K. cops look into face-recognition tech
Police force is investigating whether to add biometrics to a national database of mugshots it is building.

By Steve Ranger 
Special to CNET News.com
Published: January 17, 2006, 11:00 AM PST

The U.K.'s police force is investigating how to incorporate facial-recognition software into a new national
mugshot database so it can track down criminals faster.

The Police Information Technology Organization is already working on a Facial Images National Database
(FIND) project to deliver a national mugshot database for law enforcement agencies in England, Scotland
and Wales. It aims to create a database of stills and videos of facial images, marks, scars and tattoos
that'll be linked to criminals' details on the Police National Computer. The first FIND pilot is planned for
the first quarter of this year, with police forces in the north of England.

Now the IT agency wants to look at the business case for the national introduction of face-recognition
technology by police forces.

The agency said it has awarded contracts to Aurora Computer Services to install its facial-recognition
technology to provide demonstrations of the technology to the police service and other government
agencies.

Biometric technology, requiring digital fingerprints
and a photograph for identification, is used by the
Department of State to establish and verify the
identities of visa applicants at embassies and
consulates around the world through its BioVisa
program. Established by the Department of
Homeland Security under the US-VISIT program.

Surveillance cameras
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Australian state police eye fingerprint biometrics
By 
Sandra Rossi 
Computerworld/Australia
October 14, 2005

SYDNEY -- Police in the Australian state of New South Wales are set to introduce portable, handheld
fingerprint scanners by the end of 2006. 
Tenders are likely to be issued early next year with the proposal currently awaiting approval from the NSW
Treasury. 
Static biometric devices, known as LiveScan, are already in use in NSW and Victorian Police stations,
provided by French electronics company Sagem, which is a supplier to military organizations across the
globe. 
However, NSW police are keen to see the introduction of portable biometric devices that can be used
during routine traffic infringements for on-the-spot identity checks. 
The devices, showcased in Sydney at a recent launch of its new mobile phones, hold up to 100,000
fingerprints and are extremely light and rugged and ideal for law enforcement use, Sagem officials said. 
A NSW Police spokesperson confirmed a submission has been made to the Treasury Department and if
approved, a "tender document will be issued for all parties interested in providing a submission." 
A Treasury spokesperson confirmed that the proposal is on the agenda, adding that portable fingerprint
devices are "among a list of five or six priorities." 
While NSW is keen to go ahead with portable biometrics, a spokesperson for the Victorian Police
fingerprint branch ruled out its use at this stage. 
Only last year the Victorian Police amended the Crimes Act 2004 to accommodate the use of static,
LiveScan units in police stations across the state. 
A spokesman for the Victorian Minister for Police, Timothy Holding, said the fixed fingerprint machines
were introduced only last June, so there were no plans to extend their use outside of police stations. 
The Queensland Police are introducing static LiveScan systems in mid-November and have no immediate
plans for portable devices. The NSW Minister for Police, Carl Scully was unavailable for comment. 
A spokesperson for Sagem said the portable LiveScan units are new to the market and not yet
commercially available in Australia. The official said the devices will be available locally by the end of this
year. 
LiveScan technology also forms the basis of the federal law enforcement CrimTrac system, an automated
fingerprint identification system. This is a central database of 2.4 million records and 180,000 prints from
unsolved crime scenes, according to the CrimTrac Web site. Sagem won the $11.2 million contract in
January 2000.

Alabama Grips Crime With NEC Palm and Fingerprint
Identification System
October 18, 2006
Huntsville Police Department Becomes Second NEC AFIS Implementation in State With Automated
Connectivity to the Alabama Bureau of Investigation

RANCHO CORDOVA, Calif.-NEC Corporation of America, a premier provider of IT, network and telephony
solutions, today announced the City of Huntsville, Alabama Police Department selected its Automated
Fingerprint Identification System (AFIS) with palm print matching to dramatically enhance its ability to
quickly and reliably identify crime-scene prints and match them to city and state databases.

"Beyond the obvious benefits of solving crimes and keeping impeccable records, the Huntsville Police
Department will see tremendous cost savings associated with automated services like fingerprint and
palm print record loading, accurate database builds, record forwarding and database searching, said Barry
Fisher, vice president, Identification Solutions Division of NEC Corporation of America. "In addition, the
Intuitive Graphical User Interface reduces the time required for training, and allows the user to quickly
take advantage of all the features of the automated system."

The Huntsville Police Department joins the Mobile (AL) Police Department as the second Full Use Access
Agencies (FUAA) AFIS in the State of Alabama with automated connectivity to the NEC AFIS located at the
Alabama Bureau of Investigation (ABI) in Montgomery. The NEC AFIS installed at Huntsville Police
Department is capable of automated input and search/match functions for both fingerprints and palm
prints.

"The installation of NEC AFIS will enhance the way crime is fought and solved in Huntsville and the
surrounding areas of Alabama," said Chief Rex Reynolds, Huntsville Police Department. "NEC exceeded
our expectations with the resources, network and latent search capability that could automatically connect
our system to the Alabama Bureau of Investigation AFIS."

The City of Huntsville Police Department NEC AFIS is pre-loaded with electronically-converted fingerprint
images from the Alabama Bureau of Investigation (ABI) system, allowing the police department to
immediately search known Huntsville records, and expand the search to the statewide database in the
absence of matches at a local level. The system at ABI then automatically forwards Huntsville Police
Department searches to the Federal Bureau of Investigation (FBI). ABI and the FBI then both send
notification back to the Huntsville Police Department with an identification or non-identification response.
This "quick start" functionality offered by the pre-loaded fingerprint images is enhanced by the system's
ease of use, accuracy, and straightforward entry process. Additional functionality includes Livescan, Latent
Print Enhancement sub-system, and interface to Criminal History System.

About NEC Corporation of America

NEC Corporation of America is a leading technology provider of IT, network and visual display solutions.
Headquartered in Irving, Texas, NEC Corporation of America is the North America subsidiary of NEC
Corporation (NASDAQ:NIPNY - News). NEC Corporation of America delivers technology and professional
services ranging from server and storage solutions, digital presentation and visual display systems to
biometric identification, IP voice and data solutions, optical network and microwave radio
communications. NEC Corporation of America serves carrier, SMB and large enterprise clients across
multiple vertical industries. For more information, please visit http://www.necam.com. Source: NEC
Corporation of America 

Eye Scan Technology Comes to Schools
A New Jersey School District Is Piloting the System

Phil Meara is superintendent of the New Jersey school district that is piloting the iris scan project. (ABC
NEWS)

Jan. 25, 2006 — Parents who want to pick up their kids at school in one New Jersey district now can
submit to iris scans, as the technology that helps keep our nation's airports and hotels safe begins to
make its way further into American lives.

The Freehold Borough School District launched this high-tech, high-wattage security system on Monday
with funding from the Department of Justice as part of a study on the system's effectiveness.

As many as four adults can be designated to pick up each child in the district, but in order to be
authorized to come into school, they will be asked to register with the district's iris recognition security
and visitor management system. At this point, the New Jersey program is not mandatory.

When picking up a child, the adult provides a driver's license and then submits to an eye scan. If the iris
image camera recognizes his or her eyes, the door clicks open. If someone tries to slip in behind an
authorized person, the system triggers a siren and red flashing lights in the front office. The entire
process takes just seconds.

This kind of technology is already at work in airports around the country like Orlando International
Airport, where the program, known as Clear, has been in operation since July. It has 12,000 subscribers
who pay $79.95 for the convenience of submitting to iris scans rather than going through lengthy security
checks.

An iris scan is said to be more accurate than a fingerprint because it records 240 unique details — far
more than the seven to 24 details that are analyzed in fingerprints. The odds of being misidentified by an
iris scan are about one in 1.2 million and just one in 1.44 trillion if you scan both eyes. It's a kind of
biometrics, the technique of identifying people based on parts of their body.

Phil Meara, Freehold's superintendent, said that although it was expensive, the program would help
schools across the country move into a new frontier in child protection.

"This is all part of a larger emphasis, here in New Jersey, on school safety," he said. "We chose this school
because we were looking for a typical slightly urban school to launch the system."

Meara applied for a $369,000 grant on behalf of the school district and had the eye scanners installed in
two grammar schools and one middle school. So far, 300 of the nearly 1,500 individuals available to pick
up a student from school have registered for the eye scan system.

"The price tag was high really due to the research and program development," Meara said. "We're all aware
that at that price, this system couldn't be duplicated at other schools. But most of the money paid for the
development. So my prediction is that in the future, the price of this system will be much lower."

Meara said they were trying to deny entry to anyone who wasn't permitted in the building and ensure that
when an adult came to take a child out of school, he or she was who they said they were. Meara was also
involved with a pilot program that took place in 2003, in Plumstead Township in New Egypt, N.J.

The superintendent found that teachers and parents often held the door open for others as they entered
the school, which allowed strangers to slip right in behind.

This new eye scan system, however, catches strangers. Once the iris scanner permits an individual to
enter the school, it monitors how many people pass through the door.

"Biometrics is the wave of the future," Meara said. "Everything I've heard is that there will be a tremendous
emphasis on making schools as safe as possible. If our school process [shows] that this system works,
yes, it might just take off." 

Here's two examples of Biometric Companies

This is a new payment technology brought to us by Hitachi which makes your fingertip
pay for transactions. This is a biometric cardless credit payment system, which adopts
the uniqueness of the blood vessel patterns in each individual human body as the
signature for payment authentication. The new biometric system is able to recognize
pattern of the blood vessels in your fingers, so, what you need is to insert your finger for
a scan to authenticate the credit card transactions. Blood vessels are hidden under the
skin, which aren’t like retinas or fingerprints and shouldn’t be possible to counterfeit. In
order for you to use your fingertip for making payment, you need to first register your
finger vein pattern with the credit card company. The idea of cardless payment making
use finger vein that has lowest counterfeit possibility is definitely good. A few of the
common problems such as card loss and theft will be eliminated with this new system. 

http://www.necam.com/


         

Hitachi Finger Vein Scanner

Argus Solutions specialises in providing identity management applications and solutions.
The products are built with a range of identity management technologies in mind,
ranging from top end biometric solutions such as iris recognition, DNA matching, face
recognition technologies through to proximity and contact cards. Some of the largest
biometric applications in Australia are delivered and supported by Argus Solutions. The
diversity of options they provide to a client is due in part to the close relationship Argus
has with its partners. Their key operational partnership is with US company Imageware
Systems Inc (IWS) (www.iwsinc.com). More about this relationship can be found on our
partners page. Imageware allows us to deliver solutions such as the face recognition
system to NSW Police. NSW Police in Sydney, Australia are now deploying this product
throughout Local Area and Specialist Commands. (Click here to watch video) That the
Argus product set is complemented by IWS technologies means Argus is able to integrate
two or more biometric technologies in the one solution/application, and to integrate
biometrics with other security related tokens such as cards and RFID tags. 

 

Argus Solutions

http://www.argus-solutions.com/biometrics.htm
http://www2.ministries-online.org/thecomingnewworldorder/argus.html
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Biometric Links

Report on the State of International Privacy Laws and Application to Biometrics and Their
Impact on the United States and the European Union and Select Countries (pdf file)

BIOMETRIC SOLUTIONS  Click below
Biometric Solutions Showcasing leading Industry products by type.

Fingerprint Iris Recognition Hand & Finger
Facial Recognition Voice/Speaker Consultants
Smart Cards/Multimodal Signature/Keystroke Vascular Pattern
Sensors Middleware/Software 2D Bar Codes

BIOMETRIC APPLICATIONS  Click below
Biometric Applications Showcasing leading Industry products by type.

Physical Access Logical Access Justice/Law Enforcement
Time and Attendance HIPAA Border Control/Airports
Financial/Transactional Integrators/Resellers Laptops, PDAs, Locks, Other

(These links take you to the website of Jean-Franзois Mainguet)

Introduction to biometrics
Applications of biometrics
How does it work? (identify)
What are the different types of biometrics? (fingerprint, face, iris, ...)
How choosing the right biometrics for your application? (issues)
Security and biometrics
Some more readings & links (references)
Movies and biometrics
Myths related to biometrics

Articles

In information technology, biometric authentication refers to technologies that measure
and analyze human physical and behavioural characteristics for authentication purposes.
Examples of physical characteristics include fingerprints, eye retinas and irises, facial
patterns and hand measurements, while examples of mostly behavioural characteristics
include signature, gait and typing patterns. Voice is considered a mix of both physical
and behavioural characteristics. However, it can be argued that all biometric traits share
physical and behavioural aspects.   Biometrics   Wikipedia, the free encyclopedia

Imagine you're James Bond, and you have to get into a secret laboratory to disarm a
deadly biological weapon and save the world. But first, you have to get past the security
system. It requires more than just a key or a password -- you need to have the villain's
irises, his voice and the shape of his hand to get inside. You might also encounter this
scenario, minus the deadly biological weapon, during an average day on the job.
Airports, hospitals, hotels, grocery stores and even Disney theme parks increasingly use
biometrics -- technology that identifies you based on your physical or behavioral traits -
- for added security.   How Biometrics Work  How Stuff Works

Computerized fingerprint scanners have been a mainstay of spy thrillers for decades, but
up until recently, they were pretty exotic technology in the real world. In the past few
years, however, scanners have started popping up all over the place -- in police stations,
high-security buildings and even on PC keyboards. You can pick up a personal USB
fingerprint scanner for less than $100, and just like that, your computer's guarded by
high-tech biometrics. Instead of, or in addition to, a password, you need your distinctive
print to gain access.   How Fingerprint Scanners Work   How Stuff Works

A ticket to Super Bowl XXXV in Tampa Bay, Florida, didn't just get you a seat at the
biggest professional football game of the year. Those who attended the January 2000
event were also part of the largest police lineup ever conducted, although they may not
have been aware of it at the time. The Tampa Police Department was testing out a new
technology, called FaceIt, that allows snapshots of faces from the crowd to be compared
to a database of criminal mugshots.   How Facial Recognition Systems Work   How Stuff
Works

Your voice is unique because of the shape of your vocal cavities and the way you move
your mouth when you speak. To enroll in a voiceprint system, you either say the exact
words or phrases that it requires, or you give an extended sample of your speech so that
the computer can identify you no matter which words you say. When people think of
voiceprints, they often think of the wave pattern they would see on an oscilloscope. But
the data used in a voiceprint is a sound spectrogram, not a wave form. A spectrogram is
basically a graph that shows a sound's frequency on the vertical axis and time on the
horizontal axis. Different speech sounds create different shapes within the graph.
Spectrograms also use colors or shades of grey to represent the acoustical qualities of
sound. This tutorial has a lot more information on spectrograms and how to read them.   
How Biometric Systems Work - More Biometric Systems  How Stuff Works
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Rfid Chips

Total RFID Surveillance 
Imagine a future in which your every belonging is marked with a unique number
identifiable with the swipe of a scanner; where your refrigerator keeps track of its
contents; where the location of your car is always pinpoint-able; and where signal-
emitting microchips storing personal information are implanted beneath your skin or
embedded in your inner organs. This is the future of radio frequency identification
(RFID), a technology whose application has so far been limited largely to supply-chain
management. RFID's are set to be applied in a whole range of consumer settings. It's
already being tested in products as innocuous as shampoo, lip balm, razor blades, and
cream cheese. Consumer advocates say this is paving the way for a nightmarish future
where personal privacy is a quaint throwback. To see a gallery of some new rfid products
click here.

An EPC RFID tag already
being used at Wal-Mart

RFID Ink
The new RFID ink tatoo from SoMark

Article Link

RFID tags
RFID tags are miniscule microchips, which already have shrunk to half the size of a grain
of sand. They listen for a radio query and respond by transmitting their unique ID code.
Most RFID tags have no batteries: They use the power from the initial radio signal to
transmit their response. You should become familiar with RFID technology because you'll
be hearing much more about it soon. Retailers adore the concept. Wal-Mart and the
U.K.-based grocery chain Tesco are starting to install "smart shelves" with networked
RFID readers. In what will become the largest test of the technology, consumer goods
giant Gillette recently said it would purchase 500 million RFID tags from Alien
Technology of Morgan Hill, Calif. It becomes unnervingly easy to imagine a scenario
where everything you buy that's more expensive than a Snickers will sport RFID tags,
which typically include a 64-bit unique identifier yielding about 18 thousand trillion
possible values. KSW-Microtec, a German company, has invented washable RFID tags
designed to be sewn into clothing. And according to EE Times, the European central bank
is considering embedding RFID tags into banknotes by 2005.

Enhanced Driver’s Licenses
Vermont has become the third state to begin issuing enhanced driver’s licenses with
radio frequency tags that also serve as official identification cards at U.S. border crossing
points. It did so under a program authorized by the Homeland Security Department. The
Vermont Department of Motor Vehicles began accepting applications for the enhanced
licenses through its Montpelier office. The new card is voluntary and costs $25 more
than a standard license. New York, Washington State and British Columbia in Canada
offer similar licenses designed to comply with DHS’ Western Hemisphere Travel Initiative,
which goes into effect in June, 2009. Officials in Arizona, Michigan, Manitoba, Ontario
and Quebec have indicated they intend to issue similar cards. The enhanced drivers
licenses have embedded radio frequency identification (RFID) chips that can be scanned
at a distance of 20 to 30 feet at U.S. border crossings. The RFID chips in the licenses
emit a reference number that must be checked against a DHS database to obtain
personal information.

The Verichip
Verichip utilizes the implantable, passive RFID microchip, in their solutions for the
purpose of automatic identification. About the size of a grain of rice, the microchip
inserts just under the skin and contains only a unique, 16-digit identifier. In the future
this chip may contain Global Positioning System (GPS) tracking capabilities. And unlike
conventional forms of identification, the VeriChip™ cannot be lost, stolen, misplaced, or
counterfeited. It is considered safe, secure, and will always be with you. Once inserted
just under the skin, via a quick, outpatient procedure (much like getting a shot), the
VeriChip™ can be scanned when necessary with a proprietary VeriChip reader, whether
handheld or wall-mounted. A small amount of radio frequency energy passes from the
reader energizing the dormant microchip which then emits a radio frequency signal
transmitting the individuals unique verification number. This number can then be used
for such purposes as accessing personal medical information in a password-protected
database or assessing whether somebody has authority to enter into a high-security
area. VeriChip has now been approved to offer an implantable FDA approved RFID
microchip.
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RFID Chips Are Here - Your privacy is at stake 

By Scott Granneman, June 2003

Bar codes are something most of us never think about. We go to the grocery store to buy
dog food, the checkout person runs our selection over the scanner, there's an audible
beep or boop, and then we're told how much money we owe. Bar codes in that sense are
an invisible technology that we see all the time, but without thinking about what's in
front of our eyes.

Bar codes have been with us so long, and they're so ubiquitous, that its hard to
remember that they're a relatively new technology that took a while to catch on. The
patent for bar codes was issued in 1952. It took twenty years before a standard for bar
codes was approved, but they still didn't catch on. Ten years later, only 15,000 suppliers
were using bar codes. That changed in 1984. By 1987 - only three years later! - 75,000
suppliers were using bar codes. That's one heck of a growth curve.

So what changed in 1984? Who, or what, caused the change?

Wal-Mart.

When Wal-Mart talks, suppliers listen. So when Wal-Mart said that it wanted to use bar
codes as a better way to manage inventory, bar codes became de rigeur. If you didn't use
bar codes, you lost Wal-Mart's business. That's a death knell for most of their suppliers.

The same thing is happening today. I'm here to tell you that the bar code's days are
numbered. There's a new technology in town, one that at first blush might seem
insignificant to security professionals, but it's a technology that is going to be a big part
of our future. And how do I know this? Pin it on Wal-Mart again; they're the big push
behind this new technology.

So what is it? RFID tags.

RFID 101

Invented in 1969 and patented in 1973, but only now becoming commercially and
technologically viable, RFID tags are essentially microchips, the tinier the better. Some
are only 1/3 of a millimeter across. These chips act as transponders
(transmitters/responders), always listening for a radio signal sent by transceivers, or RFID
readers. When a transponder receives a certain radio query, it responds by transmitting
its unique ID code, perhaps a 128-bit number, back to the transceiver. Most RFID tags
don't have batteries (How could they? They're 1/3 of a millimeter!). Instead, they are
powered by the radio signal that wakes them up and requests an answer.

Most of these "broadcasts" are designed to be read between a few inches and several feet
away, depending on the size of the antenna and the power driving the RFID tags (some
are in fact powered by batteries, but due to the increased size and cost, they are not as
common as the passive, non-battery-powered models). However, it is possible to
increase that distance if you build a more sensitive RFID receiver.

RFID chips cost up to 50 cents, but prices are dropping. Once they get to 5 cents each, it
will be cost-efficient to put RFID tags in almost anything that costs more than a dollar.

Who's using RFID?

RFID is already in use all around us. Ever chipped your pet dog or cat with an ID tag? Or
used an EZPass through a toll booth? Or paid for gas using ExxonMobils' SpeedPass?
Then you've used RFID.

Some uses, especially those related to security, seem like a great idea. For instance, Delta
is testing RFID on some flights, tagging 40,000 customer bags in order to reduce
baggage loss and make it easier to route bags if customers change their flight plans.

Three seaport operators - who account for 70% of the world's port operations - agreed
to deploy RFID tags to track the 17,000 containers that arrive each day at US ports.
Currently, less than 2% are inspected. RFID tags will be used to track the containers and
the employees handling them.

The United States Department of Defense is moving into RFID in order to trace military
supply shipments. During the first Gulf War, the DOD made mistakes in its supply
allocation. To streamline operations, the U.S. military has placed RFID tags on 270,000
cargo containers and tracks those shipments throughout 40 countries.

On a smaller level, but one that will instantly resonate with security pros, Star City Casino
in Sydney, Australia placed RFID tags in 80,000 employee uniforms in order to put a stop
to theft. The same idea would work well in corporate PCs, networking equipment, and
handhelds.

In all of these cases, RFID use seems reasonable. It is non-intrusive, and it seems to
balance security and privacy. Other uses for RFID, however, may be troublesome.

Visa is combining smart cards and RFID chips so people can conduct transactions without
having to use cash or coins. These smart cards can also be incorporated into cell phones
and other devices. Thus, you could pay for parking, buy a newspaper, or grab a soda
from a vending machine without opening your wallet. This is wonderfully convenient, but
the specter of targeted personal ads popping up as I walk through the mall, a la Minority
Report, does not thrill me.

Michelin, which manufactures 800,000 tires a day, is going to insert RFID tags into its
tires. The tag will store a unique number for each tire, a number that will be associated
with the car's VIN (Vehicle Identification Number). Good for Michelin, and car
manufacturers, and fighting crime. Potentially bad for you. Who will assure your privacy?
Do you really want your car's tires broadcasting your every move?

The European Central Bank may embed RFID chips in the euro note. Ostensibly to combat
counterfeiters and money-launderers, it would also enable banks to count large amounts
of cash in seconds. Unfortunately, such a move would also makes it possible for
governments to track the passage of cash from individual to individual. Cash is the last
truly anonymous way to buy and sell. With RFID tags, that anonymity would be gone. In
addition, banks would not be the only ones who could in an instant divine how much
cash you were carrying; criminals can also obtain power transceivers.

Several major manufacturers and retailers expect RFID tags to aid in managing the supply
chain, from manufacturing to shipping to stocking store shelves, including Gillette (which
purchased 500 million RFID tags for its razors), Home Depot, The Gap, Proctor &
Gamble, Prada, Target, Tesco (a United Kingdom chain), and Wal-Mart. Especially Wal-
Mart.

The retail giant, the largest employer in America, is working with Gillette to create "smart
shelves" that can alert managers and stockboys to replenish the supply of razors. More
significantly, Wal-Mart intends for its top 100 suppliers to fully support RFID for
inventory tracking by 2005. Wal-Mart would love to be able to point an RFID reader at
any of the 1 billion sealed boxes of widgets it receives every year and instantly know
exactly how many widgets it has. No unpacking, no unnecessary handling, no barcode
scanners required.

RFID Issues

Right now, you can buy a hammer, a pair of jeans, or a razor blade with anonymity. With
RFID tags, that may be a thing of the past. Some manufacturers are planning to tag just
the packaging, but others will also tag their products. There is no law requiring a label
indicating that an RFID chip is in a product. Once you buy your RFID-tagged jeans at The
Gap with RFID-tagged money, walk out of the store wearing RFID-tagged shoes, and get
into your car with its RFID-tagged tires, you could be tracked anywhere you travel. Bar
codes are usually scanned at the store, but not after purchase. But RFID transponders are,
in many cases, forever part of the product, and designed to respond when they receive a
signal. Imagine everything you own is "numbered, identified, catalogued, and tracked."
Anonymity and privacy? Gone in a hailstorm of invisible communication, betrayed by your
very property.

But let's not stop there. Others are talking about placing RFID tags into all sensitive or
important documents: "it will be practical to put them not only in paper money, but in
drivers' licenses, passports, stock certificates, manuscripts, university diplomas, medical
degrees and licenses, birth certificates, and any other sort of document you can think of
where authenticity is paramount." In other words, those documents you're required to
have, that you can't live without, will be forever tagged.

Consider the human body as well. Applied Digital Solutions has designed an RFID tag -
called the VeriChip - for people. Only 11 mm long, it is designed to go under the skin,
where it can be read from four feet away. They sell it as a great way to keep track of
children, Alzheimer's patients in danger of wandering, and anyone else with a medical
disability, but it gives me the creeps. The possibilities are scary. In May, delegates to the
Chinese Communist Party Congress were required to wear an RFID-equipped badge at all
times so their movements could be tracked and recorded. Is there any doubt that, in a
few years, those badges will be replaced by VeriChip-like devices?

Surveillance is getting easier, cheaper, smaller, and ubiquitous. Sure, it's possible to



         

destroy an RFID tag. You can crush it, puncture it, or microwave it (but be careful of
fires!). You can't drown it, however, and you can't demagnetize it. And washing RFID-
tagged clothes won't remove the chips, since they're specifically designed to withstand
years of wearing, washing, and drying. You could remove the chip from your jeans, but
you'd have to find it first.

That's why Congress should require that consumers be notified about products with
embedded RFID tags. We should know when we're being tagged. We should also be able
to disable the chips in our own property. If it's the property of the company we work for,
that's a different matter. But if it's ours, we should be able to control whether tracking is
enabled.

Security professionals need to realize that RFID tags are dumb devices. They listen, and
they respond. Currently, they don't care who sends the signal. Anything your companies'
transceiver can detect, the bad guy's transceiver can detect. So don't be lulled into a false
sense of security.

With RFID about to arrive in full force, don't be lulled at all. Major changes are coming,
and not all of them will be positive. The law of unintended consequences is about to
encounter surveillance devices smaller than the period at the end of this sentence. 
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RFID, which is an acronym for Radio Frequency Identification, is not a new technology. It
was first used in the late 1960's, but it has only become more widespread with advances
in technology.

RFID Systems consist of a transponder, also known as a tag, which is basically a
microchip connected to an antenna. The tag is mounted to an item, such as a pallet of
goods in a warehouse, and a device called a reader communicates with the tag via radio
waves. Depending on the type of tag that is used, the reader can receive detailed
information or it can receive data as simple as an identification number.

RFID is similar to barcode systems in which data, such as a price, is accessed when the
barcode is read. The main difference is that the barcode must come in direct contact to
an optical scanner/reader and the RFID tag can transmit to the reader via radio waves
and does not have to be in direct contact. An RFID reader can receive data from as many
as 1,000 tags per second.

The radio signals can go through many non-metallic substances such as rain, fog,
snows, dirt and grime, painted surfaces, etc. This gives RFID tags a distinct advantage
over optically read items, such as barcodes, which would be useless under similar
conditions.

The many uses for RFID technology include:

Smart labels and security labels
Product and inventory management
RFID chips in car keys for security
Theft control
Placement on pharmaceuticals to prevent counterfeited drugs from entering the
legal supply chain
Increased efficiency in admissions into entertainment or sporting events
Increased efficiency in toll road payments
Monitoring the whereabouts of luggage, library books, livestock, etc.

It is predicted that RFID use will continue to increase. It is unlikely to ever be as cost-
effective as barcoding, but it will become dominant in areas where barcoding and other
optically read technologies are not effective.

RFID Tag Categories

The basic types of RFID tags can be classified as read/write and read only. The data
stored on read/write tags can be edited, added to, or completely rewritten, but only if the
tag is within the range of the reader. The data stored on a read only tag can be read, but
cannot be edited in any way. Read/write tags are much more expensive than read only
tags, so they are not used for tracking most commodity items.

RFID tags are further categorized as:

Active tags, which contain a battery that powers the microchip and allows it to
transmit a signal to the reader.
Semi-active (or semi-passive) tags, which contain a battery to run the circuitry of
the chip, but must draw power from the magnetic field created by the reader in
order to communicate with the reader.
Passive tags, which rely solely on the magnetic field created by the radio waves
sent out by the reader to create a current that can be received by the antenna
within the passive tag.

RFID Construction

RFID Tag Components

RFID tags consist of a microchip connected to an antenna, which is constructed
of a small coil of wires. The assembly is usually covered with a protective layer
(such as a laminated card), which is determined by the type of application. The
RFID tag can be a passive tag or an active tag. The RFID tag is also known as an
inlay.

Components of passive RFID system:

An antenna is attached to a microchip.
The antenna allows the chip to transmit information to a reader, which
also has an antenna.
The reader is the device that actually sends out the radio waves to
create a magnetic field. A passive RFID tag draws its power from this
magnetic field, which powers the circuits in the microchip allowing it to
transmit data back to the reader.
Reader transmits to a computer system.
The computer passes data onto a network.
Software determines how the data received should be used.

Microchip

The most expensive read/write, active RFID transponders may have
microchips with a memory capacity of up to one megabyte (1,000,000
characters). Most tags are inexpensive, passive transponders that can
store only 32 to 128 bits (characters) of information or less, so an
identification number is basically the only data that the read-only tag
will contain. When the number is read, detailed information stored in a
database in a computer can be accessed. This is similar to a barcode
system in which data, such as a price, is accessed when the barcode is
read. The main difference is that the barcode must come in direct
contact to an optical scanner/reader and the RFID tag can transmit to
the reader via radio waves and does not have to be in direct contact.

Antenna

The antenna allows the chip to receive and relay information, such as
an ID number of an individual product. Some antennas are constructed
of metal and are etched or stamped from metal, such as copper. Other
types of antennas are printed. Advances in technology are allowing
printed antennas to achieve the functionality of traditional materials and
printed antennas are less expensive. One of the most popular methods
of printing antennae is with the use of silver conductive inks printed on
plastics substrates or paper. Testing of RFID antennae is usually
performed with ohmmeters, milliohm meters, RF network analyzers,
impedance-measuring equipment, and others.

RFID Tag Shapes and Sizes

RFID tags can be manufactured in several different shapes and sizes depending on the
type of application in which they will be used.

Some are the size of a pencil lead or are less than a half-inch in length and can
be inserted under the skin of animals and livestock.
Screw-shaped tags are used to identify specific trees.
Rectangular RFID tags found in some products are used as an anti-theft device.
Large, heavy duty tags that are several inches in length, width, and depth are
used to track large containers or large vehicles such as trucks or rail cars.

Radio Frequencies

RFID tags operate under different radio frequencies, depending on the application. The
FCC of the US government determines the limits on power output of RFID systems as well
as the different radio frequencies that can be used. Low, high, and ultra-high (UHF)
frequencies are used with RFID transponders.

Low and high frequency tags are less expensive than UHF and are best used for
merchandise tracking, animal and livestock identification, and security access.
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Tags with UHF frequencies use more power than low and high frequency tags,
but they have a greater range and the data transfer rate is faster. They are best
suited for applications in which the tag and the reader have a more direct path
with one another. Rail car tracking and automated toll booths are some of the
uses.

The communication range between the RFID tag and the reader depends on the
frequency, the antenna size of the tag, the antenna size of the reader, and the output
power.

Low and high frequency devices have communication ranges of a few inches to
several feet, depending on the application.
Ultra-high (UHF) may have ranges of 25 feet or more.

The radio signals can go through many substances such as rain, fog, snows, dirt and
grime, painted surfaces, etc. This gives RFID tags a distinct advantage over optically read
items, such as barcodes, which would be useless under similar conditions. An RFID
reader can receive data from as many as 1,000 tags per second.

Quality Control

Quality control is a necessity because groups of manufactured inlays may have
experienced some damage before they reach the printer or converter. The chips in the
inlays can also be damaged during the printing or converting process, which renders the
RFID tag useless. Special substrates can be used to limit the damage to the chips. Quality
control after printing or converting is also important to ensure that none of the chips
were damaged and will all be functional.

When RFID antennae are manufactured, they are usually tested with ohmmeters, milliohm
meters, RF network analyzers, and impedance-measuring equipment. It is also important
to remember that RFIDs are electronic devices and therefore should not be exposed to or
stored near areas containing large amounts of electromagnetic or static energy.

Applications

The three most common uses for RFID tags are:

1. Tracking items in production lines
2. Tracking items in supply chains
3. Enhancing security measures

In other industrial uses, tags attached to items for tracking during assembly or
manufacture must be able to withstand heat, cold, etching processes, cleaning and
degreasing procedures, moisture, dirt, and many other types of conditions and
environments that would not be suitable for optically or magnetically read devices.

Printing

With most types of printed applications, such as labels, the user is unaware of the
existence of the chip and antenna because of the different methods of concealing them
on the document. Some printers (such as label printers) purchase inlays (containing the
RFID) that are already manufactured and then incorporate them into their printed
products.

Label Printing

Label printing is one of the fastest growing segments of the printing industry
using RFID technology. Smart labels and electronic surveillance labels are being
used for applications in which simple, optically read barcoding may not be
suitable.

Smart Labels

Smart labels contain RFID transponders to automatically capture data.
The standard construction of a smart label consists of a pressure
sensitive facestock, an inlay, which contains the radio frequency
identification transponder, and a liner. The inlay is laminated between
the facestock and the liner. The transponder contains an antenna and
microchip.

The data from the smart label is accessed when the transponder passes
by the reader. Radio wave lengths are picked up from the antenna and
the data on the microchip is transferred to the reader and then passed
on to a computer or printer. As the product moves from one stage to
the next, its movements can be monitored and data can be updated
when necessary. The smart label can identify, track in real-time, and
authenticate a product.

Smart labels are used on all types of applications including supply chain
management, production control, work-in-process, baggage
identification and tracking, express delivery services, reusable container
tracking, and security systems.

Equipment is available that is able to encode a separate RFID inlay and
then bond it to the substrate after the label has been printed. A variety
of label substrates can be used. This process eliminates the need for
inserting transponders into blank label stock before the label stock is
printed. Since the printing process can damage stock containing
transponders, the process eliminates this problem by allowing the
printing to happen first. The system creates a printing system that is
on-demand. There is no need for special papers because the equipment
can print on almost any label stock.

Other equipment is able to encode data on very thin UHF RFID
transponders that are inserted into smart labels. The equipment
immediately verifies the proper encoding. The equipment can then print
text, graphics, or barcodes on the smart label to complete the
application. The smart labels can be used for a number of warehousing,
inventory, and supply chain tracking applications.

There are also compact desktop printers specifically design for RFID
printing. The printers can read, write, and print labels that have an
embedded RFID transponder.

The industry acceptance of smart labels has been slow. The RFID
technology can improve performance and efficiency but is expensive to
startup. As more companies commit to the use of this new technology it
will become more widely accepted and many will benefit from its
capabilities.

Electronic Article Surveillance (EAS) Labels

EAS labels are used as anti-theft devices. The label is used with EAS
monitoring equipment to detect if an item is being removed without
authorization. The EAS systems are used in retail stores, data centers,
and libraries. When applied to products, the EAS label is capable of
activating an alarm as it passes through an electronic surveillance
detector, such as those found in retail store exits. When the product is
purchased, the label is made inactive by the use of a deactivation device
at the checkout station. Once the label is deactivated it is referred to as
a "dead label". Labels that have not been deactivated are referred to as
"live labels".

RFID is only one of the technologies used for EAS labels. Other common
types are AM (Acousto Magnetic) and EM (Electro Magnetic). Each of the
EAS systems has its own unique detection equipment that must be used
to allow the system to work properly.

Because of the anti-theft protection they provide, the EAS labels and
EAS systems allow more freedom for retail stores to display items that
would usually be locked in display cases. This allows the consumer to
examine the product more closely before purchasing.

Comparisons with Barcoding

RFID and barcode technology are similar in concept, but the two technologies
have different methods for reading data. RFID reads data via radio waves and
does not need a direct line of sight between the reader and the tag. Barcodes are
read optically and do require a direct line of sight between the reader and the
barcode.



Advantages of RFID systems over barcodes:

It is not necessary to have a line of sight between the RFID tag
and the reader as there is with a barcode and scanner.
Information can be rewritten to the tag without having to see
the tag. This is true even if the tag is mixed into other items
that have been tagged.
Nearly 100% of RFID tags are readable, unlike items that
contain a printed barcode, which can become damaged with
improper handling.
The potential problems associated with substandard print
quality of barcodes, which in turn leads to scanning and
reading problems, are eliminated.

Other points to consider:

Barcodes are universally accepted because they are very
inexpensive and there are established standards for their use.
RFID technology is more expensive and has fewer universal
standards in the way they are used.
Even if RFID technology becomes as widespread as barcoding, it
will not totally replace the universally accepted barcode
technology.

Other Print/Security Applications

Besides the various types of RFID labels that are being printed for product
tracking and security, plastic cards and badges embedded with RFID
transponders are being produced. Data from identification cards embedded with
RFID tags can be read as people pass through a doorway. RFID tags embedded
in security badges offer an alternative method for controlling access to sensitive
information or limiting access to specific areas.

Merchandise/Inventory Tracking

When used with product and inventory control, a computer keeps track of the data
received from the transponders/tags through the reader and can trigger reorders based
on the adjusted inventory levels. Antennas can be built into warehouse doorframes in
order to receive data as merchandise, cartons, and pallets of goods containing an RFID
tag pass, through the doorway.

RFID costs may not become low enough for the tags to be used on all types of products
and services. It may not be cost effective to include the tags with every item if the items
are inexpensive commodity items, but the tags can be very useful to track full pallets of
commodities for inventory control.

Transportation

RFID tags can be used for a number of applications in the transportation industry for
monitoring and tracking of vehicles and products.

Railroads

RFID systems can be configured for rail car identification:

The tags are installed underneath the rail cars.
The antennae are mounted between or near the tracks.
The readers are usually located in a building no more than 100 feet
away.

Trucking

Commercial trucking facilities also use RFID systems to monitor truck
movements in and out of a main terminal.

Automotive

RFID systems are very useful in the automobile manufacturing industry in
tracking individual vehicles through the assembly process. RFID systems are also
being installed in toll booths to monitor the traffic.

Airports

Most airports track passenger baggage with barcoded labels or tags, but they
are often damaged do to rough handling of the baggage. Barcoded tags that
have been damaged because of rough baggage handling, may account for 10%
of the total volume. All of these bags must be accounted for manually, which
can be a time consuming process. RFID systems can help to eliminate the
problems that occur with unreadable barcodes.

When used for tracking bags at an airport, RFID tags contain a unique number
assigned to the bag. Anyone with access to a reader could see the number, but
any personal information could not be viewed because it is stored in a database
and is not stored on the tag.

Privacy Issues

Many people mistakenly believe that RFID is similar to GPS (Global Positioning System)
and can be used for detailed tracking, but RFID has a range of only a few feet so this
isn't possible. Another misconception that people have is that the movement of products
with RFID tags can be tracked even after the product is purchased. Most active RFID tags
have a read range of about 25 feet, which means the RFID is basically useless outside of
the retail store or business.

Security measures and safeguards used to protect consumer privacy when using RFID
systems:

The risk of spying or intercepting data that is transmitted via radio waves is
reduced with the use of data encryption and over the air protocols.
The protocols require both the reader and the eavesdropper to be within range
of the tag.
The reader changes radio frequencies rapidly and at random, so it is difficult for
a potential eavesdropper to follow the reader.
Although it is possible for tags to be counterfeited, it is not very practical
because of built-in safeguards, such as the ability of the RFID readers to verify
authenticity of the tags.

Chipless RFID Technology

Systems are now available that provide RFID technology for printed documents without
the need for a microchip. Some of the systems involve the use of aluminum fibers, which
are embedded into paper or packaging materials. The fibers reflect a signal, which are
interpreted as data in a computer.

Another chipless system involves the use of materials made up of very small chemical
particles that possess varying degrees of magnetism. The chemical particles become
active when exposed to the electromagnetic waves from a reader. Each of the chemicals
emits a unique signal that is received by the reader, which interprets the signal as a
binary number. The system uses as many as 70 different chemicals, so there are 70
different signals. Each chemical has a specific position in the 70-digit number, which
means that a unique binary number can be assigned to a document based on the
mixture of chemicals that are used.

The small particles can be embedded in paper or they can be printed onto paper or
almost any type of substrate. Printed barcodes can be created, which can be scanned
from up to 10 feet away without the need for the barcode to be in line of sight of the
reader. With slight modifications, this technology can be used with existing barcode
systems, which helps to hold down the cost. Major upgrades of equipment are not
necessary. The only areas where the system does not work very well are in areas
containing large quantities of water or metal objects. Water absorbs RF signals and large
quantities of metal reflect the signals.

Other security measures that can be used in conjunction with the system are:

Photocopiers can be fitted with readers to prevent unauthorized copying.
Some applications could require that a document be photocopied onto the same
type of paper.
Any institution wishing to protect documents could install readers at all exit
points in the building, which would detect if any unauthorized persons were
trying to leave the building with an original or copied document.
The system can also be used for counterfeit prevention and for tracking
manufactured products.

RFID tattoos for tracking cows... and people 
By Thomas Ricker 



Did you know that Saint Louis based Somark Innovations successfully tested an "RFID
tattoo" on cows and rats? Yes indeed, tattoo, not the ol' RFID chip found in passports,
dogs, and Dutch VIP clubbers. Somark's system uses an array of needles to inject a
passive RFID ink which can be read through the hair on your choice of beast. The ink can
be either invisible or colored but Somark is keeping mum as to its exact contents. They
only say that it doesn't contain any metals and is 100% biocompatible and chemically
inert. The tattoo can be applied in 5 to 10 seconds with no shaving involved and can be
read from up to 4 feet away -- the bigger the tattoo, the more information stored. Best
of it all, it's apparently safe for humans to ingest allowing the FDA to track back Mad
Cow Disease, e-coli outbreaks, and Soylent Green. Don't worry, they can't track you just
as long as you chew your food like mama taught. However, with "military personnel"
listed as Somark's "secondary target market," well, it's just a matter of time before we're
all cattle now isn't it.

VeriChip Wants To Test Human Implantable RFID On
Military
By K.C. Jones    TechWeb  &nbsp: Aug 23, 2006 

VeriChip is pitching its human implantable RFID chips to the U.S. military. 
VeriChip spokesperson Nicole Philbin confirmed Wednesday that the company's Board
Chairman Scott Silverman has held informal meetings with U.S. Navy and Air Force
leaders to suggest a feasibility study of its VeriMed system. 
The system relies on an implant the size of a grain of rice, which VeriChip claims has an
encrypted 16-digit identification number. Philbin said only proprietary RFID readers can
decipher the number, which is then entered into a secure database. A login name and
password are required to access the database on a secure Web site, Philbin said, adding
that the system is more secure and more effective than things people normally carry in
their wallets. 
Like overall participation, the amount of information attached to the identification
number is at the discretion of individuals who volunteer for the program, Philbin said.
That could be limited to the most basic information, like name and telephone number, or
it could contain advance directives, organ donor status and more. 
VeriChip is owned by Applied Digital, which lists federal agencies among its clients. The
company markets the VeriMed system as a way to ensure that emergency responders and
healthcare providers can identify a patient who is or unable to communicate and learn of
allergies and medical conditions. 
"The Department of Defense already has an electronic health records program, and
VeriChip would like to enhance the quality of care for vets and military members," Philbin
said. "There is no power source. It can't be tracked. It's not a GPS device. It contains no
information other than the identification number. It's not mandatory. If a person with the
device is presented to an emergency room unconscious, they may be allergic to
something or have a preexisting condition, and that information is crucial." 
The RFID implants were approved as Class II medical devices by the U.S. Food and Drug
Administration in October 2004. In a letter, Donna-Bea Tillman, PhD, director of the
F.D.A.'s Office of Device Evaluation, Center for Devices and Radiological Health, outlined
potential health risks associated with VeriChip implants. They include adverse tissue
reaction; migration of implanted transponder; compromised information security; failure
of implanted transponder, inserter or electronic scanner; electromagnetic interference;
electrical hazards; magnetic resonance imaging incompatibility; and needle stick. 
"With any F.D.A. approval, they state the potential risks," Philbin said. "The F.D.A. is
satisfied with the product and that's why they have given it the O.K." 
Some people have implanted chips in themselves to experiment with the technology and
for fast access to their computer accounts. 
Critics contend that VeriChip is peddling its products to governments, while targeting
vulnerable populations " like the elderly, inmates, immigrants and members of the
military, who have less choice than the general population. They claim that RFID
proponents' eventual goal is to "chip" as many people as possible, then track consumers
and their behaviors for marketing purposes. 
The Electronic Privacy Information Center states that "the ability to track people,
products, vehicles, and even currency would create an Orwellian world where law
enforcement officials and nosy retailers could read the contents of a handbag—perhaps
without a person's knowledge—simply by installing RFID readers nearby." 
"Such a fear is not unfounded. Currently, some RFID readers have the capacity to read
data transmitted by many different RFID tags," the organization states on its Web site.
"This means that if a person enters a store carrying several RFID tags—for example, in
articles of clothing or cards carried in a wallet—one RFID reader can read the data
emitted by all of the tags, and not simply the signal relayed by in-store products. This
capacity enables retailers with RFID readers to compile a more complete profile of
shoppers than would be possible by simply scanning the bar codes of products a
consumer purchases." 
Some people have claimed to clone implants, saying that demonstrates how vulnerable
they are, but Philbin said they are impossible to clone. 
"The company can't verify what hackers claim they can or cannot do," she said. 
Joe Davis, spokesperson for the Veterans of Foreign Wars office in Washington, D.C., said
although it makes great sense to be able to scan a device and pull up a full medical
history, he would like to see further study before the military uses the implants. He said
his initial concerns include possible health effects, whether enemies could access
soldiers' information and whether the implants would replace dog tags, and, if so, stand
up to an explosion. 
"They issue two dog tags," he said. "One goes around the neck and the other is laced
into the boot. The foot and boot will survive an explosion. DNA from the foot in the boot
will survive, plus you've got your metal dog tag right there. What type of survival rate
does this little chip have in an explosion? From what I've read, it sounds like they're
trying to push this thing through. You don't push things through when it's new
technology. You have to weigh all the pros and cons, and you have to ask the service
members 'What do you think of this?' because it's going in their neck, or wherever it's
going to go, and this proposal needs lot more study."

National Guard orders portable RFID kits
By Patience Wait, GCN Staff 

The U.S. National Guard has purchased $4.6 million worth of mobile radio-frequency
identification (RFID) systems to improve real-time tracking of supplies at National Guard
armories and for deployed operations. The contracts were awarded to Savi Technology, a
wholly owned subsidiary of Lockheed Martin Co. in Bethesda, Md. Under the contracts,
each state's Joint Force headquarters, as well as National Guard units in the District of
Columbia, Guam, Puerto Rico and the U.S. Virgin Islands, will receive portable
deployment kits (PDKs) and related equipment. The initial orders will provide 54 PDKs,
5,400 active RFID tags and 120 mobile handheld readers, in addition to associated
training for National Guard logisticians nationwide. Mission applications include disaster
relief, homeland security and other emergency efforts. The suitcase-sized PDK is an
advanced “mobile chokepoint solution” that integrates several automatic identification
and data collection technologies, including bar codes, 2D bar codes, active RFID and GPS
location with satellite communications, in a single carrying case. The PDK is fully
configurable and quickly operational, with no additional software configuration required.
By embedding the RFID tags in supplies and equipment and using the portable kits,
Guard units will be able to communicate with the Defense Department’s global In-Transit
Visibility cargo tracking network, giving the National Guard mobile capability to assign
and track assets throughout the United States and its territories, particularly as it assists
local, regional and national relief efforts. National Guard logisticians will be able to
access the ITV and feed all relevant tracking information in their own decision-support
software to know what's where and what's coming. “The contracts with the National
Guard demonstrate the growing need to rapidly and efficiently track critical materiel
throughout their own facilities and into austere environments where there is little or no
available communications or power infrastructure,” said David Stephens, general manager
of Savi's Public Sector. “There's a force multiplier effect here since the National Guard--
and potentially other civilian agencies—can leverage an off-the-shelf solution that links
with the DoD's existing communications network.”



UK number two in RFID market
Research says US leads in number of sites using technology 
Lisa Kelly, Computing, 20 Nov 2006 

The UK is second only to the US in its adoption of RFID, according to a global study of
the technology’s take-up. Consultancy IDTechEx’s study Hot Countries for RFID reveals
that the UK holds second place by quantity, although not by money spent, where China
lays claim to the number two spot. But the gap between the number one and two spot is
huge - the US had over 800 RFID implementations, while the UK has under 300. Apart
from being the greatest adopter with the largest number of cases of RFID in action,
orders in the US are often the world’s largest by value. Peter Harrop, chairman of
IDTechEx, said: ‘The reason why the UK is so high up the league by number of cases is
because we’ve got the largest city in Europe with 7.2 million Oyster cards and in the
round we are doing a bit of everything from healthcare, where babies and mums are
tagged, to leisure applications, such as tagging runner's shoes in marathons.’ 'Our
military force is also bigger than any other in Europe and we are using RFID to tag
vehicles, trailers and missiles, or anything with a value of over Ј3,000,' he said. Although
the UK lags in terms of money spent, this could all change for the wrong reasons if the
UK adopts a national identity card scheme based on RFID technology, says Harrop.
‘Considering China’s national identification card scheme is going to cost $6bn by 2008
and they have 900 million people to tag, the UK is talking about a $15bn scheme and
planning for an over-spend for only 60 million people which is poor value for money. We
could become the biggest spender or number two to the US because of spending money
on RFID like drunken sailors,’ he said.

Wal-Mart Backs RFID Technology
Will require suppliers to use 'smart' tags by 2005 Jaikumar Vijayan and Bob Brewin

Wal-Mart Stores Inc. last week said it plans to require its top 100 suppliers to put radio-
frequency identification tags on shipping crates and pallets by January 2005, a move
that's likely to spur broader adoption of the technology because of Wal-Mart's market
clout.

However, at the Retail Systems 2003/VICS Collaborative Commerce conference here, IT
managers and technology vendors alike said that RFID devices still need to overcome
major manufacturing, pricing and standardization hurdles before widespread usage can
begin.

Wal-Mart's move is expected to result in the deployment of nearly 1 billion RFID tags
with embedded electronic product codes (EPC) for tracking and identifying items at the
individual crate and pallet level, said Pam Kohn, vice president of the Bentonville, Ark.-
based retailer's global supply chain operations.

But even Wal-Mart's initial RFID effort will be narrowly focused. Although RFID tags can
gather and track a variety of data related to products, materials and more, Kohn said
Wal-Mart will concentrate at first on using the technology to improve inventory
management in its supply chain.

"We're still determining all the benefits," Kohn said. "We don't want to overburden
ourselves." She added, though, that even if Wal-Mart were to collect no new data with the
RFID tags, the efficiency and accuracy with which items can be tracked would be huge
benefits in and of themselves.

RFID uses low-powered radio transmitters to read data stored in tags that are embedded
with tiny chips and antennas. Proponents of the technology say such "smart" tags can
store more detailed information than conventional bar codes, enabling retailers and
manufacturers to track items at the unit level.

RFID tags have been available for several years, but adoption has been slow because the
tags are more expensive than bar coding and because standards are lacking to ensure
interoperability between tags and data readers.

Gary Robertson, executive director of global infrastructure at Delphi Corp., a Troy, Mich.-
based maker of automotive electronics systems that uses RFID devices in its
manufacturing operations, said Wal-Mart's decision to deploy the technology "will
legitimize it and push it into the mainstream."

"The fact that the largest company in the world is publicly adopting EPC open standards
should give companies confidence that the day of a single, interoperable RFID system is
close at hand," said Kevin Ashton, executive director of MIT's Auto-ID Center in
Cambridge, Mass.

The Auto-ID Center is working with Uniform Code Council Inc. (UCC) in Lawrenceville,
N.J., and EAN International in Brussels to develop a standardized EPC format for storing
data on RFID tags. That effort got another boost last week when Microsoft Corp. said it
will join AutoID Inc., a not-for-profit joint venture set up by UCC and EAN to oversee the
still-evolving standards.

Cost Possibly $50M

Wal-Mart didn't say how much the effort would cost it or its suppliers or whether new
systems will be needed to support the technology. But even at the 5-cents-per-tag price
that Wal-Mart said it plans to seek from vendors, the cost of the tags alone would total
$50 million.

According to the Auto-ID Center's Web site, RFID tags typically cost at least 50 cents
each, and RFID readers sell for $1,000 or more. Big companies could require thousands
of readers for all their factories, warehouses and stores, the site says.

Wal-Mart isn't the only retailer putting its faith in RFID. London-based Marks & Spencer
PLC, one of the U.K.'s largest retailers, is rolling out RFID technology in its food supply
chain operations. The project involves putting 13.56-MHz RFID tags on 3.5 million new
plastic trays used to ship products, according to Keith Mahoney, the company's food
logistics controller.

Marks & Spencer has subjected the tags to a variety of temperature, moisture and
distance tests before deploying them, Mahoney said during a presentation at the
conference. Although the lack of common RFID protocols and standards remains an
issue, "we could not allow the lack of them to hang up the project," he added.

RFID can yield "a huge benefit" for some companies, said David Hutchins, senior director
of enterprise systems at Kraft Foods North America Inc. in Northfield, Ill., and a member
of the AutoID board. However, Kraft is still evaluating the technology's potential value in
its own supply chain. "The first thing is figuring out the business case," Hutchins said.

Epassports with RFID chips now a reality
CYBERDUDE | Puneet Mehrotra
August 17, 2006

The US Department of State on Monday started to issue electronic passports (e-
passports) equipped with RFID-chips. 
USA gets RFID passports 
RFID passports have been much talked about. Germany uses RFID in passports to help
border officials guard against forgeries and automate the processing of international
visitors. The US has decided to finally get epassports. 
On Monday the US Department of State started to issue electronic passports (epassports)
equipped with RFID chips. According to reports the US government has placed an order
with a California company, Infineon Technologies North America for smart chip-
embedded passports. 
The Associated Press said the new US passports include an electronic chip that contains
all the data contained in the paper version name, birth date, gender, for example and
can be read by digital scanners at equipped airports. They cost 14 per cent more than
their predecessors but the State Department said they will speed up going through
customs and help enhance border security. 
Views against ePassports 
I was reading Dan Goodwin's article, an AP Technology writer, where experts warned
against epassports. 
The article said, "Electronic passports being introduced in the US and other countries
have a major vulnerability that could allow criminals to clone embedded secret code and
enter countries illegally, an expert warned. A demonstration late on Friday by German
computer security expert Lukas Grunwald showed how personal information stored on
the documents could be copied and transferred to another device." 
The Next Generation security 
Don Goodwin article on experts warning on security was definitely informative. I even
agree with Lukas Grunwald. But the fact remains the world isn't the same any longer.
Terror has acquired a totally new definition and surveillance has to move on to new
generation security.



         

RFID promises just that.
Of course no security system is foolproof and RFID passports are no different. The terror
geeks must be already working to get past or get into the new passport system. But the
checks and balances and the surveillance, which the new passports will provide are
unmatched by traditional methods. My guess is a few teething problems and maybe even
a few loopholes later the RFID passport system promises to be far superior to the
traditional system. 
RFID - a technology of impact 
The kind of impact RFID would have on human history is beyond words. Chances of its
misuse too are high. An innovative or a destructive mind is all that would be required and
super benefits or super chaos is what we are going to see in the days of the RFID. The
benefits are absolutely too huge to be ignored. 
In these terror times RFID offers a security solution that is viable and implementable

Speed through the checkout with just a wave of your
arm
Timesonline.co.uk | Valerie Elliot

It may sound like a sci-fi fantasy but shoppers may one day be able to pay their grocery
bills using a microchip implanted in their body. 
The idea is already catching on with today's iPod generation. According to research
released today by the Institute for Grocery Distribution (IGD), a retail think-tank, almost
one in ten teenagers and one in twenty adults are willing to have a microchip implanted
to pay shop bills and help to prevent card or identity fraud and muggings. 
A quick scan of the arm would connect immediately to bank details and payments could
be made swiftly. Such microchips are already used in cats, dogs and horses. They are
used in cattle and sheep so that consumers can trace their food from farm to plate and
are also being used to help to combat drugs counterfeiting. 
But now the retail industry is looking at body chips among a range of biometric payment
methods, including fingerprint and iris recognition. So far the only example of a human
body chip being used is at the VIP Baja Beach Club in Barcelona, where people wear
bikinis and shorts and there is nowhere to carry wallets and purses. 
The club offers clients a microchip, injected in the arm, which gives them access to
certain areas of the club and acts as a payment method at the bar. This chip, made by
the VeriChip Corporation, is a glass capsule about the size of a grain of rice, which sits
under the skin. It carries a ten-digit personal number that can be linked to a person's
bank account, and has been a success at the club. 
Geraldine Padbury, senior business analyst at IGD, accepts that many consumers will have
concerns about their privacy, but says that teenagers, the next generation of shoppers,
will have far fewer concerns about using the body chips. 
She said: "With teenagers happy to use MySpace and blogs to share details of their
private lives, there may be less concern surrounding privacy than for other generations." 
However, she believes that supermarkets will look at using fingerprint and iris
recognition for the immediate future. One in five teenagers and one in nine adults in the
study made clear that they would like to pay using these biometric methods. These
methods were more popular than paying by mobile phone because of concerns about the
high level of mobile phone theft. 
There is already a pay-by-touch experiment under way at the Midcounties Co-operative
in Oxford, where a finger scan is linked to a bank account. This system is used by more
than 2.3 million shoppers in the US and also allows them to cash cheques in stores.
Fingerprint recognition is used at Ben-Gurion airport in Israel, rather than making
passengers stand in a check-in queue. 
The research also gives supermarket bosses a clear warning that they will have to speed
up shopping trips. In the survey, 66 per cent of teenagers and 62 per cent of adults said
that they wanted less staff involvement and more self-scanning of goods. They wanted
staff only to help to pack bags or fetch forgotten items. 
About 16 per cent of teenagers and 12 per cent of adults wanted navigation systems on
trolleys to help them round the store. Such a system is already being used at the Metro
Future store in Rheinberg, near Dьsseldorf. Shoppers connect their loyalty card to a
computer attached to the trolley. Details are then displayed of goods purchased last time
as well as special offers and where to find the items.

Here's two examples of Rfid Companies with links provided

Speedpass is a "contactless" payment system that provides members with a quick and
easy way to pay for purchases at participating Exxon and Mobil stations nation-wide.
Speedpass is easier and more secure than using a credit card. No more waiting for
authorizations and signing receipts. No more searching for cash and waiting for change.
To use it, simply wave your Speedpass key tag across the area of the gasoline pump,
convenience store terminal, or car wash kiosk that says "Place Speedpass Here".
Speedpass automatically -- and immediately -- communicates your payment
preferences. It knows what credit or debit card you wish to use. Speedpass even knows
whether or not you want a receipt. 

Speedpass

Digital Angel Corporation develops advanced RFID and GPS technologies that enable
rapid and accurate identification, location tracking, and condition monitoring of high-
value assets. Applications for our products include identification and monitoring of pets,
humans, fish and livestock through our patented implantable microchips as well as
message monitoring of aircraft in remote locations through integrated GPS and
geosynchronous satellite communications systems. 

Digital Angel

https://www.speedpass.com/forms/frmSpHome.aspx
http://www.digitalangelcorp.com/
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Rfid Links

RFID: An Introduction Microsoft This paper defines the opportunities that RFID presents
to all organisations involved in the production, movement or sale of goods. It is equally
relevant for organisations wishing to track or locate existing goods, assets or equipment.
In addition the paper seeks to outline the business and technical challenges to RFID
deployment and demonstrates how these issues can be addressed with technology from
Microsoft and its partners. Above all, it explains how Microsoft technology - which
provides the software architecture underpinning the solution rather than the tags or
readers - can support the deployment of RFID-based solutions. (pdf file) 

A basic introduction to rfid technology and its use in the supply chain. Authored by Steve
Lewis (pdf) 

RFID Journal A Guide to Understanding RFID Radio frequency identification might seem
simple at first, but it can be complex and difficult to deploy successfully. Here's an easy-
to-understand guide to understanding the technology and how it can deliver business
value. 

The RFID HandBook by Harold Clampitt. Fast paced and comprehensive, this free online
ebook covers RFID from its genesis in the 1940s to todays successful vertical
applications and tomorrow's future trends. 

Information Security: Radio Frequency Identification Technology in the Federal
Government (PDF) 

The Use of RFID for Human Identification, prepared by a subcommittee of the Dept. of
Homeland Security (PDF) 

Rfid Explained a basic overview - Supply Chain Technology (PDF) 

RFID: The Right Frequency for Government The IBM Center for The Business of
Government (PDF) 

Articles

Long checkout lines at the grocery store are one of the biggest complaints about the
shopping experience. Soon, these lines could disappear when the ubiquitous Universal
Product Code (UPC) bar code is replaced by smart labels, also called radio frequency
identification (RFID) tags. RFID tags are intelligent bar codes that can talk to a networked
system to track every product that you put in your shopping cart. Imagine going to the
grocery store, filling up your cart and walking right out the door. No longer will you have
to wait as someone rings up each item in your cart one at a time. Instead, these RFID
tags will communicate with an electronic reader that will detect every item in the cart and
ring each up almost instantly. The reader will be connected to a large network that will
send information on your products to the retailer and product manufacturers. Your bank
will then be notified and the amount of the bill will be deducted from your account. No
lines, no waiting. How Rfid's Work  How Stuff Works

(Radio Frequency IDentification) A data collection technology that uses electronic tags for
storing data. The tag, also known as an "electronic label," "transponder" or "code plate,"
is made up of an RFID chip attached to an antenna. Transmitting in the kilohertz,
megahertz and gigahertz ranges, tags may be battery-powered or derive their power
from the RF waves coming from the reader. Like bar codes, RFID tags identify items.
However, unlike bar codes, which must be in close proximity and line of sight to the
scanner for reading, RFID tags do not require line of sight and can be embedded within
packages. Depending on the type of tag and application, they can be read at a varying
range of distances. In addition, RFID-tagged cartons rolling on a conveyer belt can be
read many times faster than bar-coded boxes. RFID  Answers.com

A human microchip implant is an integrated circuit device or RFID tag encased in silicate
glass and implanted into a human's body. Such implants can be used for information
storage, including personal identification, medical history, medications, allergies, and
contact information. Microchip implant (human)  Wikipedia 

You never want to be stuck on a toll road without a pocket full of change. It can be a bit
nerve-racking to dig through the car seats, trying to find something to give to the toll
booth attendant while drivers behind you honk and yell for you to move on. These are
the kinds of situations that cause delays at toll plazas. How E-Z pass Works  How Stuff
Works

BusinessWorks Inc - A Dotcom in making - An interesting diversion about a
"virtual" company, doing business in RFID based solutions. Blog deals with
business plans, solutions, issues with RFID as center of focus. 
Contactless News - Offers independent news and technology information for the
RFID and smart card market including information on contactless chip,
proximity, and vicinity cards.  
ID WORLD - The ID revolution community - Advanced automatic identification
technology: the evolving world of RFID, biometrics, card and data collection
technologies. 
MoreRFID - From this site, you can find out a comprehensive coverage on RFID
news, convention/trade show events, vendor directory, feature articles and FAQ. 
RFID Classifieds - Exclusive site for all your RFID and related technologies
classifieds. 
RFID Exchange - RFID Exchange is the global source for objective advice on RFID
Technology. We cover passive and active tags and readers, Savant and
application software, and provide free advice, information on implementation
issues and solutions. 
RFID Law Blog - Helping the RFID sector impac public policy, law and the
growing government usage of RFID technology 
RFID LAW JOURNAL - RFID Law Journal provides online resources for policy
makers, attorneys, industry participants and executives of firms deploying RFID
and other auto identification technologies. 
RFID Log - News, links, and commentary about RFID technology.  
rfid ready - rfid ready - Das Informationsportal und Branchenbuch fьr RFID-
Technologie liefert Daten, Fakten und Praxisbeispiele zum Thema RFID 
RFID Sheep - RFID Sheep gathers many news, toughts and articles on the radio
frequency identification topic for you. Check commentaries from different
perspectives and read the blogs and articles from various experts. 
RFID SolutionsOnline - We offer everything you’re looking for – from a supplier
directory to a product showcase to an offline vendor search service. 
RFID Times - A Web Portal For Radio Frequency Identification (RFID) Articles 
RFID Weblog - Our Mission: The award-winning RFID Weblog provides a balanced
view of RFID technology with a focus on business uses.  
RFID world - A professional RFID website in China,provides extensive RFID-
related infomation about latest news,technological trend,RFID companies and
products. 
RFID-Informationen - RFID-Informationen ist eine Informationsseite zu RFID.
Grundlagen zu Technik und aktuelle News sind die Schwerpunkte. 
Aim Global - Offers a guide to the technology, FAQs, common applications,
standards summary, and more. 
RFIDa - RFID Technology - Achieve Breakthrough Performance through RFID and
Auto-ID Technology. 
RFIDbuzz - 360 degrees RFID: privacy, hacks and industry news 
The RFID Reader - The aim of this site is to help educate and inform. 

http://www2.ministries-online.org/thecomingnewworldorder/
http://www2.ministries-online.org/thecomingnewworldorder/biometrics2.html
http://www2.ministries-online.org/thecomingnewworldorder/biometrics3.html
http://www2.ministries-online.org/thecomingnewworldorder/rfidchips.html
http://www2.ministries-online.org/thecomingnewworldorder/rfidchips2.html
http://www2.ministries-online.org/thecomingnewworldorder/rfidchips3.html
http://www2.ministries-online.org/thecomingnewworldorder/natidcards.html
http://www2.ministries-online.org/thecomingnewworldorder/natidcards2.html
http://www2.ministries-online.org/thecomingnewworldorder/natidcards3.html
http://www2.ministries-online.org/thecomingnewworldorder/aglobgov.html
http://www2.ministries-online.org/thecomingnewworldorder/aglobgov2.html
http://www2.ministries-online.org/thecomingnewworldorder/aglobgov3.html
http://www2.ministries-online.org/thecomingnewworldorder/aglobgov4.html
http://www2.ministries-online.org/thecomingnewworldorder/whatsnext.html
http://www2.ministries-online.org/thecomingnewworldorder/endtime.html
http://www.rfidc.com/pdfs_downloads/RFID_Blueprint_final.pdf
http://hosteddocs.ittoolbox.com/laran032604.pdf
http://www.rfidjournal.com/article/gettingstarted/
http://rfidhandbook.blogspot.com/
http://www.gao.gov/new.items/d05551.pdf
http://www.dhs.gov/xlibrary/assets/privacy/privacy_advcom_rpt_rfid_draft.pdf
http://rfidusa.com/superstore/pdf/RFID_Explained_Baird.pdf
http://images.vertmarkets.com/CRLive/files/downloads/a1388684-a389-4e1f-b10b-2ac1f604e2d3/WyldReport4.pdf
http://electronics.howstuffworks.com/smart-label.htm
http://www.answers.com/topic/rfid
http://en.wikipedia.org/wiki/Human_implant_chip
http://auto.howstuffworks.com/e-zpass.htm
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fbusinessworks.blogspot.com
http://www.contactlessnews.com/
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.idworldonline.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.morerfid.com%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidclassifieds.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidexchange.com%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Frfidlawblog.mckennalong.com%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidlawjournal.com%2F
http://www.rfid-weblog.com/
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Frfid-ready.de%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidsheep.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidsolutionsonline.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Frfidtimes.blogspot.com%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfid-weblog.com%2F
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidworld.com.cn
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Frfid-informationen.de%2F
http://www.aimglobal.org/technologies/rfid/
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfida.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidbuzz.com
http://www.rfid-handbook.de/links/index.php?count=http%3A%2F%2Fwww.rfidreader.com%2F


Home  Biometrics-Cont.  Biometrics-Links  Rfid Chips  Rfid Chips-Cont.  Rfid Chips-Links
National Id Cards  National Id Cards-Cont.  National Id Cards-Links  Freedom To Fascism
Europe Is United  Mystery Babylon  The Antichrist And The Mark Of The Beast  What's Next?  Prophecy

National Id Cards

National Id Cards - Does an increase in identification really lead to increased
security or is it an invasion of our privacy? 
The advance of identification technology—biometrics, rfid chips, identity cards,
surveillance, databases, dossiers—threatens privacy, civil liberties, and related human
interests. Since the terrorist attacks of September 11, 2001, demands for identification in
the name of security have increased. A national ID represents a transfer of power from
individuals to institutions, and that transfer may threaten our liberty, subject people to
unwanted surveillance and a uniform, government-controlled identification system.

UK's Trial Biometric Passport Card

Optical Memory Cards
To facilitate local trade and provide convenience for inhabitants of border communities,
the U.S. Department of State issues a B1/B2 Visa to Mexican citizens who wish to cross
frequently into the U.S.A. This visa is issued in card form and is known as the Border
Crossing Card (BCC). Following the 1997 introduction of the optical memory-based
“green card” (the U.S. Permanent Resident Card) by the then U.S. Department of
Homeland Security (DHS), the U.S. Department of State (DOS) selected the same optical
card technology to enhance security on the U.S./Mexican border. In 1998, the optical
memory-based BCC (or “Laser Visa”) was introduced and mandated for all new BCC
applications and as a replacement for old, counterfeit prone documents. The BCC
includes many of the same security features introduced for the Permanent Resident Card,
such as micro images in the optical memory and the Embedded Hologram. Since the
BCC’s introduction in 1998, there has been no instance of a working counterfeit – a
testament to the counterfeit resistance of optical memory technology.

Biometric Smart Cards
ActivCard, a specialist in IDentity Management software for remote access, single sign-on
and digital ID card solutions, announced an expanded cooperation with its partner
Precise Biometrics AB, developer and provider of world-leading and user-friendly
biometric security solutions based on fingerprints, to deliver smart card-based
identification (ID) badge solutions with biometric authentication. ActivCard has
incorporated Precise Biometrics' technology for fingerprint matching on smart cards,
"Precise Match-on-Card", to its "ActivCard Gold 2.2" software, the most successful and
widely deployed smart ID card middleware platform available on the market today. By
verifying the fingerprint that's on the card, the Precise Match-on-Card method
guarantees that the reference biometric template (the user's identity) never leaves the
card, so it is not subject to theft.

The Super Smart Card
E-Smart Technologies is a leading provider of high technology security systems that can
be used to combat fraud and terrorism. E-Smart products enable government agencies
and commercial enterprises to continuously and securely verify, certify and manage
identification and access of citizens, personnel, customers and any other persons
seeking physical or logical access. E-Smart is the exclusive provider of the Biometric
Verification Security System(TM) (BVS2)(TM), featuring the Super Smart Card(TM) for Asia
and the US, which experts believe to be the world's only commercially available smartcard
with a full on-card matching system for biometric ID verification.

National ID card - a disaster in the making 

By Richard Forno and Bruce Schneier, May 2007

Six years into the "new normal" of terror alerts, identification checks, electronic
surveillance, and increasing levels of secrecy-based security, the prospect of a national
identification card needs serious public debate. 

In March, the Department of Homeland Security released its long-awaited guidance
document regarding national implementation of the Real ID program, as part of its post-
9/11 national security initiatives. It is perhaps quite telling that despite bipartisan
opposition, Real ID was buried in a 2005 "must-pass" military spending bill and enacted
into law without public debate or congressional hearings. 

DHS has maintained that the Real ID concept is not a national identification database.
While it's true that the system is not a single database per se, this is a semantic dodge;
according to the DHS document, Real ID will be a collaborative data-interchange
environment built from a series of interlinking systems operated and administered by the
states. In other words, to the Department of Homeland Security, it's not a single database
because it's not a single system. But the functionality of a single database remains intact
under the guise of a federated data-interchange environment. 
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The DHS document notes the "primary benefit of Real ID is to improve the security and
lessen the vulnerability of federal buildings, nuclear facilities, and aircraft to terrorist
attack." We know now that vulnerable cockpit doors were the primary security weakness
contributing to 9/11, and reinforcing them was a long-overdue protective measure to
prevent hijackings. But this still raises an interesting question: Are there really so many
members of the American public just "dropping by" to visit a nuclear facility that it's
become a primary reason for creating a national identification system? Are such visitors
actually admitted? 

DHS proposes guidelines for proving one's identity and residence when applying for a
Real ID card. Yet while the department concedes it's a monumental task to prove one's
domicile or residence, it leaves it up to the states to determine what documents would be
adequate proof of residence--and even suggests that a utility bill or bank statement
might be appropriate documentation. If so, a person could easily generate multiple
proof-of-residence documents. Basing Real ID on such easy-to-forge documents
obviates a large portion of what Real ID is supposed to accomplish. 

Finally, and perhaps most importantly for Americans, the very last paragraph of the 160-
page Real ID document deserves special attention. In a nod to states' rights advocates,
DHS declares that states are free not to participate in the Real ID system if they choose--
but any identification card issued by a state that does not meet Real ID criteria is to be
clearly labeled as such, to include "bold lettering" or a "unique design" similar to how
many states design driver's licenses for those under 21 years of age. 

In its own guidance document, the department has proposed branding citizens not
possessing a Real ID card in a manner that lets all who see their official state-issued
identification know that they're "different," and perhaps potentially dangerous, according
to standards established by the federal government. They would become stigmatized,
branded, marked, ostracized, segregated. All in the name of protecting the homeland; no
wonder this provision appears at the very end of the document. 

One likely outcome of this DHS-proposed social segregation is that people presenting
non-Real ID identification automatically will be presumed suspicious and perhaps subject
to additional screening or surveillance to confirm their innocence at a bar, office
building, airport or routine traffic stop. Such a situation would establish a new form of
social segregation--an attempt to separate "us" from "them" in the age of
counterterrorism and the new normal, where one is presumed suspicious until proven
more suspicious. 

Two other big-picture concerns about Real ID come to mind: Looking at the overall
concept of a national identification database, and given existing data security controls in
large distributed systems, one wonders how vulnerable this system-of-systems will be to
data loss or identity theft resulting from unscrupulous employees, flawed technologies,
external compromises or human error--even under the best of security conditions. And
second, there is no clear guidance on the limits of how the Real ID database would be
used. Other homeland security initiatives, such as the Patriot Act, have been used and
applied--some say abused--for purposes far removed from anything related to
homeland security. How can we ensure the same will not happen with Real ID? 

As currently proposed, Real ID will fail for several reasons. From a technical and
implementation perspective, there are serious questions about its operational abilities
both to protect citizen information and resist attempts at circumvention by adversaries.
Financially, the initial unfunded $11 billion cost, forced onto the states by the federal
government, is excessive. And from a sociological perspective, Real ID will increase the
potential for expanded personal surveillance and lay the foundation for a new form of
class segregation in the name of protecting the homeland. 

It's time to rethink some of the security decisions made during the emotional aftermath
of 9/11 and determine whether they're still a good idea for homeland security and
America. After all, if Real ID was such a well-conceived plan, Maine and 22 other states
wouldn't be challenging it in their legislatures or rejecting the Real ID concept for any
number of reasons. But they are. 
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about such card systems.

The principle author of this report is Simon Davies, Director General of Privacy International
and Visiting Fellow in the London School of Economics. Assistance and input to this report
was provided by members of PI throughout North America, Europe and Asia.

CONTENTS

1. How many countries use ID cards? 
2. What are the main purposes of ID cards?
3. What are the main types of ID systems in use?
4. What information do the cards contain?
5. What is the financial cost of an ID card system?
6. Can ID cards assist law enforcement?
7. What impact do ID cards have on tax evasion &;welfare fraud?
8. Can ID cards help to control illegal immigration?
9. Do ID cards facilitate an increase in police powers?
10. Do ID cards facilitate discrimination?
11. To what extent will an ID card become an internal passport?
12. What happens if an ID card is lost or stolen? 
13. What are the privacy implications of an ID card?
14. Has any country rejected proposals for ID cards?

1. How many countries use ID cards ? 

Identity (ID) cards are in use, in one form or another in numerous countries around the
world. The type of card, its function, and its integrity vary enormously. Around a
hundred countries have official, compulsory, national IDs that are used for a variety of
purposes. Many developed countries, however, do not have such a card. Amongst these
are the United States, Canada, New Zealand, Australia, Ireland, the Nordic countries and
Sweden. Those that do have such a card include Germany, France, Belgium, Greece,
Luxembourg, Portugal and Spain.

The use of sectoral (specific purpose) cards for health or social security is widespread,
and most countries that do not have a national universal card, have a health or social
security card (in Australia, the Medicare Card, in the United States, the Social Security
number), or traditional paper documents of identity. The reverse is also true. In Sweden,
while there exists a ubiquitous national number, there is no single official identity card.

Generally speaking, particularly in advanced societies, the key element of the card is its
number. The number is used as an administrative mechanism for a variety of purposes.
In many countries the number is used as a general reference to link the card holders
activities in many areas.

An analysis of identity cards around the world reveals a number of interesting patterns.
The most significant of these is that virtually no common law country has a card. Nor
does the economic or political development of a country necessarily determine whether it
has a card. Neither Mexico nor Bangladesh have an ID card. And, until this year, India had
no card (even now, the card, strictly speaking, is a voter registration card rather than a
national ID card). Generally speaking, however, the vast majority of developing countries
have either an ID card system or a document system,often based on regional rather than
national authorization.

In many countries, identification documents are being replaced by plastic cards, which
are seen as more durable and harder to forge. Card technology companies are well
organized to conduct effective promotion of their product, and companies have moved
into the remotest regions of the world. Many Asian and African nations are replacing old
documents with magnetic stripe or bar coded cards. The South African Passbook is being
replaced by a card. The UK drivers license is also being replaced by a photo ID card from
1996. The change from one form of ID to another is invariably accompanied by a change
to the nature and content of data on the document. 

2. What are the main purposes of ID cards?

ID cards are established for a variety of reasons. Race, politics and religion were often at
the heart of older ID systems. The threat of insurgents or political extremists, and the
exercise of religious discrimination have been all too common as motivation for the
establishment of ID systems which would force enemies of the State into registration, or
make them vulnerable in the open without proper documents. In Pakistan, the cards are
used to enforce a quota system, In China, they are used as a tool of social engineering.

In the United Kingdom, current proposals for a national ID card are fuelled by the need to
develop a document which is acceptable to other European countries, as well as a belief
that the scheme might help fight crime. In Australia, the purpose of the proposed card
was to fight tax evasion, and, in New Zealand, to establish Social Welfare entitlement.
The Dutch card has the dual purpose of helping to improve government administrative
efficiency, while playing a key role in dismantling border controls.

At the heart of such plans is a parallel increase in police powers. Even in democratic
nations, police retain the right to demand ID on pain of detention.

In recent years, ID cards have been linked to national registration systems, which in turn
form the basis of government administration. In such systems - for example Spain,
Portugal, Thailand and Singapore - the ID card becomes merely one visible component of
a much larger system. With the advent of magnetic stripes and microprocessor
technology, these cards can also become an interface for receipt of government services.
Thus the cards become a fusion of a service technology, and a means of identification.

This dual function is expressed well by one Philippines Senator in the introduction to her
1991 ID card Bill as an integrated relationship between the citizen and his government.

3. What are the main types of ID systems in use?

Broadly expressed, there are three different forms of ID card systems :

1. Stand Alone documents

2. Registration systems

3. integrated systems

Stand Alone ID documents are issued in primitive conditions, or in environments which
are subject to sudden economic or political change. Often, areas under military rule or
emergency law will issue on the spot ID cards which are, essentially, internal passports.
Their principle purpose is to establish that a person is authorized to live in a region.

The majority of ID systems have a support register which contains parallel information to
that on the card. This register is often maintained by a regional or municipal authority. In
a minority of countries, this is a national system. Even countries such as France and
Germany have no national ID card register. Germany has constitutional limitations on the
establishment of any national number.

Virtually all card systems established in the past ten years are Integrated systems. They
have been designed to form the basis of general government administration. The card
number is, in effect, a national registration number used as a common identifier for
many government agencies.

It is interesting to note that residents of countries which have ID documents or papers,
often refer to these in the English as ICs or Identity cards. The Afghan Tazkira is a 16
page booklet, but is often referred to as a card. Likewise, in Poland, where the form of ID
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is a passport-like booklet called 'Dowod osobisty' (or, literally, personal evidence it is
translated universally as a card.

4. What information do the cards contain?

The majority of cards in use in developed nations have the holders name, sex, date of
birth, and issuing coordinates printed on the card itself. An expiry date, and number is
also embossed, along with a space for a signature. A minority of sectoral cards include a
photograph. Official cards issued by police or Interior Ministries generally do include a
photograph, and in many cases, a fingerprint.

In Brazil, for example, all residents are obliged to carry at all times a plasticated flexible
card the size of a credit card bearing a photograph, thumb print, full name and parents'
names, national status (Brazilian national or alien resident) and a serial number.

In Chile, it is a small plastic card with photograph, names, date and place of birth,
signature, and personal number. The Korean 'National Registration Card' shows name,
birth date, permanent address, current address, military record, issuing agency, issued
date, photograph, national identification number, and prints of both thumbs. The
Malaysian identity Card has the date of birth, parents name, religion, ethnicity, sex,
physical characteristics, place of birth and any other identification mark on the reverse
side. The front face carries the photograph, fingerprints, and IC number.

The Pakistan card carries a large amount of data, including photograph, signature, card
serial number, government official's signature, Date of issue, DRO/Post office number, ID
Card number, name, father's name, Temporary Address, Permanent Address,
identification marks, and date of birth

The German "Personalausweis". is a plastic ID card which contains, on the front side,
name, date and place of birth, nationality, date of expiration, signature and photo. The
name, date of birth and number of the card are machine readable (ocr). On the back side
are address, height, color of eyes, issuing authority and date of issue. Addresses are
changed by putting a sticker on the old address.

The Italians have a larger format card (three by four inches) containing Identity number,
name, photo, signature, fingerprint, date and place of birth, citizenship, residency,
address, marital status, profession, and physical characteristics

In a small number of cases, notably Singapore and some Asian nations, cards contain a
bar code, which is seen by authorities as more reliable and durable than a mag stripe.
The French are also moving toward a machine readable card.

5. What is the financial cost of an ID card system?

In the Philippines, the United Kingdom and Australia, the cost of implementing an ID
system has been at the forefront of political and public opposition to nationwide
schemes. The Philippines proposal relied on government estimates that were drawn, as is
often the case, from estimates calculated by computer industry consultants. These were
found to under-estimate the true cost by eight billion pesos over seven years. The
proposal lapsed because of this factor.

In Australia, the cost of the proposed ID card failed to take into account such factors as
training costs, administrative supervision, staff turnover, holiday and sick leave,
compliance costs, and overseas issue of cards.. Other costs that are seldom factored into
the final figure (as was the case in Australia( are the cost of fraud, an underestimate of
the cost of issuing and maintaining cards, and the cost to the private sector. As a
consequence, the official figure for the Australia card almost doubled between 1986 and
1987.

Private sector costs for complying with an ID card are very high. The Australian Bankers
Association estimated that the system would cost their members over one hundred
million dollars over ten years. Total private sector compliance costs were estimated at
around one billion dollars annually.

The official figure for the Australia card was $820 million over seven years. The revised
estimate including private sector and compliance costs, together with other factors,
would amount to several times this figure.

The UK Governments CCTA (Information Technology Center) advised that a national
smart ID card would cost between five and eight pounds sterling per head but this figure
does not include administration, compliance etc. When he announced the introduction of
a national ID card in August 1996, the Home Secretary, Michael Howard, advised that the
cost as likely to be at least double the CCTA estimate (ten to fifteen pounds).

6. Can ID cards assist law enforcement?

Although Law and Order is a key motivation for the establishment of ID cards in
numerous countries, their usefulness to police has been marginal. In the UK. Home
Secretary Michael Howard told the 1994 Tory Party conference that he believed an ID
card could provide an invaluable tool in the fight against crime. This claim was toned
down somewhat during the gestation of the proposal.

Howard's claim received little support or substantive backing by academic or law
enforcement bodies. The Association of Chief Police Officers (ACPO) said that while it is
in favor of a voluntary system, its members would be reluctant to administer a
compulsory card that might erode relations with the public. Dutch police authorities were
not generally in favor of similar proposals in that country, for much the same reason. 9

According to police in both countries, the major problem in combating crime is not lack
of identification procedures, but difficulties in the gathering of evidence and the pursuit
of a prosecution. Indeed, few police or criminologists have been able to advance any
evidence whatever that the existence of a card would actually reduce the incidence of
crime, or the success of prosecution. In a 1993 report, ACPO suggested that street crime,
burglaries and crimes by bogus officials could be diminished through the use of an ID
card, though this conflicted with its position that the card should be voluntary.

In reality, only a national DNA database (such as has just been opened in Britain) or a
biometric database (such as is being proposed in Ontario) might assist the police in
linking crimes to perpetrators.

Support along these lines for the introduction of cards is also predicated on the
assumption that they will establish a means of improving public order by making people
aware that they are being in some way observed. Sometimes, cards are proposed as a
means of reducing the opportunity of crime. In 1989, the UK government moved to
introduce machine readable ID cards to combat problems of violence and hooliganism at
football grounds. The general idea was that cards would authorize the bearer to enter
certain grounds and certain locations, but not others. They could also be canceled if the
bearer was involved in any trouble at a ground or related area. The idea was scrapped
after a report by the Lord Chief Justice claimed that such a scheme could increase the
danger of disorder and loss of life in the event of a catastrophe at a ground.

One unintended repercussion of ID card systems is that they can entrench widescale
criminal false identity. By providing a one stop form of identity, criminals can easily use
cards in several identities. Even the highest integrity bank cards are available as blanks in
such countries as Singapore for several pounds. Within two months of the new
Commonwealth Bank high security hologram cards being issued in Australia, near perfect
forgeries were already in circulation.

This conundrum has been debated in Australia, the UK and the Netherlands. It relies on
the simple logic that the higher an ID cards value, the more it will be used. The more an
ID card is used, the greater the value placed on it, and consequently, the higher is its
value to criminal elements.

There appears to be a powerful retributive thread running along the law and order
argument. Some people are frustrated by what they see as the failure of the justice
system to deal with offenders, and the ID card is seen, at the very least, as having an
irritant value.

7. What impact do ID cards have on tax evasion and welfare fraud?

The need to develop measures to combat fraud have prompted the introduction of
widescale, integrated, information technology in most developed countries. These
strategies have sometimes involved the use of cards.

The cost of fraud can be significant, but the causes are often rooted deeply in human
and organizational issues that technology may not be entirely capable of solving.

Benefits agencies around the world have identified key precursors to fraud. Three levels
of fraud are often expressed, in order of significance, as:

False declaration, or non declaration, of income and assets (problems which are
also components of non-declaration of income for tax)

Criminal acquisition of multiple benefits using false identification

More conventional fraud and theft of benefit payments



These conditions should be considered alongside numerous other factors which
contribute to benefit overpayment, including clerical error and genuine misunderstanding
about the terms of payment.

One of the central problems in responding to the question of fraud has been the general
difficulty in assessing its nature and magnitude. Virtually no ethnographic research
exists, and the data that do exist are drawn principally from internal and external audits,
management reviews, and retrospective studies. Many methodologies have the effect of
assessing risk, rather than quantifying actual fraud. No standard guidelines have yet
been developed to assess the sort of information technology used in fraud control and
identification. Additional problems are found with the definition of fraud, and the terms
of audit, which often do not parallel the parameters of internal departmental cost/benefit
analyses.

Estimates of the extent of fraud on benefits agencies varies widely. The Toronto Social
Services Department, for example, officially estimates fraud by way of false identity at
less than one tenth of one percent of benefits paid, whereas the Australian Department
of Social Security estimates the figure at ten times that amount. Estimates of fraud vary
widely between one tenth on one per cent of total benefits, to as high as four percent.
Britain's popular estimate of one to two billion pounds is, in international terms, at the
high end of the spectrum.

The Parliamentary Select Committee on the Australia Card warned that the revenue
promises of the card scheme were little better than "Qualitative assessment" - in other
words, guesswork. The Department of Finance refused to support the Health Insurance
Commission's (HIC) cost benefit estimates (the HIC was the principle agency behind the
scheme). Revenue was constantly revised downward, while the costs continued to rise.
The Department of Social Security insisted that the ID card would have done little or
nothing to diminish welfare fraud. In evidence to the parliamentary committee
investigating the proposal, the Department said that much less than one per cent of
benefit overpayments resulted from false identity. The Department decided that it would
pursue other means of tackling fraud. The DSS in the UK argued against ID cards on the
same grounds.

The Australian DSS estimates that benefit overpayment by way of false identity accounts
for 0.6 per cent of overpayments, whereas non-reporting of income variation accounts
for 61 per cent. The key area of interest, from the perspective of benefit agencies, lies in
creating a single numbering system which would be used as a basis for employment
eligibility, and which would reduce the size of the black market economy.

8. Can ID cards help to control illegal immigration?

Yes and no. Although the immigration issue is a principle motivation behind ID card
proposals in continental Europe, the United States and some smaller developing nations,
the impact of cards on illegal immigration has been patchy

The abolition of internal borders has become a primary concern of the new European
Union. The development of the Schengen agreement between the Benelux countries,
France, Spain and Germany calls for the dismantling of all border checks, in return for a
strengthening of internal procedures for vetting of the population. France and the
Netherlands have already passed legislation allowing for identity checks on a much
broader basis, and other countries are likely to follow.

The establishment of personal identity in the new borderless Europe is a contentious
issue, but is one which appears (to many people) to be a broadly acceptable trade-off for
the convenience of greater freedom of movement within the union.

The use of a card for purposes of checking resident status depends on the police and
other officials being given very broad powers to check identity. More important from the
perspective of civil rights, its success will depend on the exercise of one of two
processes : either a vastly increased level of constant checking of the entire population,
or, a discriminatory checking procedure which will target minorities.

The two arguments most often put forward to justify the quest to catch illegal
immigrants in any country are (1) that these people are taking jobs that should belong to
citizens and permanent residents, and (2) that these people are often illegally collecting
unemployment and other government benefits.

The image of the illegal immigrant living off the welfare of the State is a powerful one,
and it is used to maximum effect by proponents of ID cards. When, however, the
evidence is weighed scientifically, it does not bear any resemblance to the claim. When
the Joint Parliamentary Committee on the Australia Card considered the issue, it found
that the real extent of illegal immigrants collecting government benefits was extremely
low. The report described a mass data matching episode to determine the exact number.
Of more than 57,000 overstayers in New South Wales, only 22 were found in the match
against Social Security files to be receiving government unemployment benefits. That is,
22 out of a state population of five million. The Department of Immigration and Ethnic
Affairs (DIEA) had earlier claimed that the figure was thirty times this amount (12.4 per
cent as opposed to 0.4 per cent of overstayers).

Indeed most immigration authorities worldwide base their estimates on qualitative
assessment. Again quoting from the Australia Card inquiry It became clear that the
estimates for illegal immigrants were based on guesswork, the percentage of illegal
immigrants who worked was based on guesswork, the percentage of visitors who worked
illegally came from a Departmental report that was based on guesswork....The
Committee has little difficulty in rejecting DIEA evidence as being grossly exaggerated.

9. Do ID cards facilitate an increase in police powers ?

Generally speaking, yes. A Privacy International survey of ID cards found claims of police
abuse by way of the cards in virtually all countries. Most involved people being arbitrarily
detained after failure to produce their card. Others involved beatings of juveniles or
minorities. There were even instances of wholesale discrimination on the basis of data
set out on the cards.

While it is true that cards containing non-sensitive data are less likely to be used against
the individual, cards are often alleged to be the vehicle for discriminatory practices.
Police who are given powers to demand ID invariably have consequent powers to detain
people who do not have the card, or who cannot prove their identity. Even in such
advanced countries as Germany, the power to hold such people for up to 24 hours is
enshrined in law. The question of who is targeted for ID checks is left largely to the
discretion of police.

The wartime ID card used in the UK outlived the war, and found its way into general use
until the early 1950s. Police became used to the idea of routinely demanding the card,
until in 1953 the High Court ruled that the practice was unlawful. In a landmark ruling
that led to the repealing of the National Registration Act, and the abandonment of the ID
card, the Lord Chief Justice remarked :

... although the police may have powers, it does not follow that they should
exercise them on all occasions...it is obvious that the police now, as a matter of
routine, demand the production of national registration identity cards whenever
they stop or interrogate a motorist for any cause....This Act was passed for
security purposes and not for the purposes for which, apparently it is now
sought to be used.... in this country we have always prided ourselves on the
good feeling that exists between the police and the public, and such action
tends to make the public resentful of the acts of police and inclines them to
obstruct them rather than assist them. 16

10. Do ID cards facilitate discrimination?

Yes. The success of ID cards as a means of fighting crime or illegal immigration will
depend on a discriminatory checking procedure which will target minorities.

The irony of the ID card option is that it invites discrimination by definition.
Discriminatory practices are an inherent part of the function of an ID card. Without this
discrimination, police would be required to conduct random checks, which in turn, would
be politically unacceptable.

All discrimination is based on one of two conditions : situational or sectoral. Situational
discrimination targets people in unusual circumstances. i.e. walking at night, visiting
certain areas, attending certain functions or activities, or behaving in an abnormal
fashion. Sectoral discrimination targets people having certain characteristics i.e. blacks,
youths, skinheads, motor cycle riders or the homeless. ID cards containing religious or
ethnic information make it possible to carry this discrimination a step further.

Several developed nations have been accused of conducting discriminatory practices
using ID cards. The Government of Japan recently came under fire from the United
Nations Human Rights Committee for this practice. The Committee had expressed
concern that Japan had passed a law requiring that foreign residents must carry
identification cards at all times. The 18-member panel examined human rights issues in
Japan in accordance with the 1966 International Covenant on Civil and Political Rights.
Japan ratified the covenant in 1979. The Alien Registration Law, ``the Committee
complained in its report, is not consistent with the covenant''.

Ironically, the Parliaments of several European nations, including France and Holland,



have accepted a law introducing the obligation to identify oneself in numerous situations
including, for instance, at work, at football stadiums, on public transport an in banks.
While the card is voluntary in name, it is in effect a compulsory instrument that will be
carried at all times by Dutch citizens. Moreover, foreigners can always be asked to
identify themselves to authorities at any moment and in any circumstance.

French police have been accused of overzealous use of the ID card against blacks, and
particularly against Algerians. Greek authorities have been accused of using data on
religious affiliation on its national card to discriminate against people who are not Greek
Orthodox.

11. To what extent will an ID card become an internal passport?

An ID card, by definition, is a form of internal passport. Virtually all ID cards worldwide
develop a broader usage over time, than was originally envisioned for them. This
development of new and unintended purposes is becoming known as function creep.

All ID cards - whether voluntary or compulsory - develop into an internal passport of
sorts. Without care, the card becomes an icon. Its use is enforced through mindless
regulation or policy, disregarding other means of identification, and in the process
causing significant problems for those who are without the card. The card becomes more
important than the individual.

The use of cards in most countries has become universal. All government benefits,
dealings with financial institutions, securing employment or rental accommodation,
renting cars or equipment and obtaining documents requires the card. It is also used in
myriad small ways, such as entry to official buildings (where security will invariably
confiscate and hold the card).

Ironically, many card subjects come to interpret this state of affairs in a contra view (the
card helps streamline my dealings with authority, rather than the card is my license to
deal with authorities). The Australia Card campaign referred to the card as a license to
live.

It is clear that any official ID system will ultimately extend into more and more functions.
Any claim that an official card is voluntary should not imply that a card will be any less of
an internal passport than would a compulsory card. Indeed a voluntary card may suffer
the shortcoming of limited protections in law.

During the campaign against the Australia Card, talk back radio hosts had become fond
of quoting a paragraph of an HIC planning document on the Australia Card:

It will be important to minimize any adverse public reaction to implementation
of the system. One possibility would be to use a staged approach for
implementation, whereby only less sensitive data are held in the system initially
with the facility to input additional data at a later stage when public acceptance
may be forthcoming more readily.

The campaign organizers stressed the pseudo-voluntary nature of the card. Whilst it was
not technically compulsory for a person to actually obtain a card, it would have been
extremely difficult to live in society without it.

12. What happens if an ID card is lost or stolen? 

Virtually all countries with ID cards report that their loss or damage causes immense
problems. Up to five per cent of cards are lost, stolen or damaged each year, and the
result can be denial of service ad benefits, and - in the broadest sense - loss of identity.

There exists a paradox in the replacement of cards. The replacement of a high security,
high integrity card involves significant administrative involvement. Documents must be
presented in person to an official. Cards must be processed centrally. This process can
take some weeks. However, a low value card can be replaced in a lesser time, but its loss
poses security threats because of the risk of fraud and misuse.

People who lose a wallet full of cards quickly understand the misfortune and
inconvenience that can result. A single ID card when lost or stolen can have precisely the
same impact in a persons life.

13. What are the privacy implications of an ID card?

In short, the implications are profound. The existence of a persons life story in a
hundred unrelated databases is one important condition that protects privacy. The
bringing together of these separate information centers creates a major privacy
vulnerability. Any multi-purpose national ID card has this effect.

Some privacy advocates in the UK argue against ID cards on the basis of evidence from
various security threat models in use throughout the private sector. In these models, it is
generally assumed that at any one time, one per cent of staff will be willing to sell or
trade confidential information for personal gain. In many European countries, up to one
per cent of bank staff are dismissed each year, often because of theft.

The evidence for this potential corruption is compelling. Recent inquiries in Australia,
Canada and the United States indicate that widespread abuse of computerized
information is occurring. Corruption amongst information users inside and outside the
government in New South Wales had become endemic and epidemic. Virtually all
instances of privacy violation related to computer records.

Data Protection law is wholly inadequate to deal with the use of ID cards. Indeed
legislation in most countries facilitates the use of ID cards, while doing little or nothing
to limit the spectrum of its uses or the accumulation of data on the card or its related
systems.

14. Has any country rejected proposals for ID cards?

Yes, several. France's ID card, for example, was stalled for many years because of public
and political opposition. Until the late 1970s, French residents were required to possess a
national identity document. This was made of paper, and was subject to the risk of
forgery. In 1979, however, the Ministry of the Interior announced plans for a higher
integrity automated card encased in plastic. The card was to be used for anti terrorism
and law enforcement purposes. The card, to be issued to all 50 million residents of
France, was to be phased in over a ten year period. New laser technology was to be used
to produce the cards.

At first, there appeared to be little resistance to the proposal, but in a fashion similar to
Australian experience (see below), political and public resistance grew as details of the
plan emerged. Although no identity numbers were to be used (only card numbers) there
was some concern over the possible impact of such cards. Frances information
watchdog, CNIL, managed to suppress the machine readable function of the proposed
cards, though optical scanning made magnetic stripes somewhat redundant. Publications
such as Le Figaro expressed concern that the cards and related information could be
linked with other police and administrative systems.

Public debate intensified in 1980, with the Union of Magistrates expressing concern that
an ID card had the potential of limiting the right of free movement. In response to these
and other criticisms, the ruling of CNIL was that no number relating to an individual
could be used, but that each card would carry a number. If the card had to be replaced, a
new number would apply to that particular document.

In 1981, the Socialists were elected, and the fate of the ID card was reversed. In an
election statement on informatics, Francois Mitterrand expressed the view that the
creation of computerized identity cards contains a real danger for the liberty of
individuals. His concern was echoed by the minister for the Justice, Robert Badinter,
explained that ID cards presented a real danger to the individual liberties and private life
of citizens, and the new Minister for Interior then announced the demise of ID cards in
France. The plan was re-introduced under a later conservative government.

In the United States, issues of individual autonomy and national sovereignty appear to
have dominated the Identity card issue. Despite a high level of anxiety over fraud, tax
evasion and illegal immigrants, successive administrations have refused to propose an ID
card. Extension of the Social Security Number to the status of an ID card has been
rejected in 1971 by the Social Security Administration task force on the SSN. In 1973 the
Health, Education and Welfare (HEW) Secretary's Advisory Committee on Automated
Personal Data Systems concluded that a national identifier was not desirable. In 1976 the
Federal Advisory Committee on false Identification rejected the idea of a national
identifier. In 1977 the Carter administration reiterated that the SSN was not to become a
national identifier, and in 1981 the Reagan Administration stated that it was explicitly
opposed to the creation of an ID card. Throughout the debates over health care reform,
the Clinton Administration has also constantly stressed that it is opposed to a national
identifier.

It remains the case that the SSN continues to be a de facto national identifier, despite
constant rulings and legislation to the contrary. With an estimated four to ten million
false or redundant numbers, there is concern that the SSN might in fact help to entrench
illegal immigration or fraud, nevertheless, there is no plan to upgrade the number.



Some of the federal agencies mandated to use the SSN are the Social Security
Administration, Civil Service Commission, Internal Revenue Service, Department of
Defence, food stamp program, Department of Justice, Department of energy, Department
of Treasury, Department of State, Department of Interior, Department of Labor,
Department of Veterans Affairs, and to all federal agencies for use as an identifier for
record keeping purposes. State agencies can also use the number for welfare, health and
revenue purposes, and third parties are mandated to request the SSN for verification for
products or services.

In recent months, proposals by the Clinton administration to reform the US health sector
have involved plans to streamline the administration and information flow amongst all
health insurers and providers. This proposal involves a national card system, though the
federal administration has insisted that the card would not be general in nature. A recent
scheme for employment verification also provoked an outcry when concerns were raised
that it would lead to the creation of a national ID scheme.

The most celebrated campaign against a national ID card occurred a decade ago in
Australia. In 1986, the Australian Government introduced legislation for a national ID
card called the Australia Card. Its purpose was to form the basis of the administration of
major government agencies, to link the finance and government sector, and to perform
the standard identification functions necessary in the commercial and Social Security
sectors.

The card became the focus of the single biggest civil campaign in recent Australian
history, and certainly the most notable campaign of its type anywhere in the world. Tens
of thousands of people took to the streets, and the government was dangerously split
over the issue. The proposal caused such hostility that the card was abandoned in 1987.

In 1991, the government of New Zealand drew up a strategy to reform its health care and
social welfare system through the development of a data matching program, and the
introduction of a sectoral national identity card. The card would link major Government
departments and would have the capacity to track all financial dealings and even
geographical movements. The plan was known as "social bank", and the card was to be
known as a Kiwi Card.

The proposal for a national card had angered civil libertarians and law reform groups,
partly because the card would be used to enforce a part payment health system, partly
because it was to be established without protections in law, and partly because it would
create significant problems for certain minority groups. Under the leadership of the
Auckland Council for Civil Liberties, a campaign of opposition was formed in August
1991. Unlike the Australian campaigners four years earlier, the New Zealand campaigners
had a precedent from which to develop a strategy.

Although the fight to destroy the Kiwi Card was not anywhere near as spectacular as the
Australia Card campaign, the controversy resulted in the abandonment of the card, and
the adoption of a low integrity entitlement card (issued in two forms) for the purpose of
health benefits.

Smart Card Evolution 
The REAL ID Act: Why Real ID Cards Should Be Based on Smart Card Technology

This paper provides support for the use of smart card technology to implement state
driver’s licenses issued to comply with the requirements of the REAL ID Act of 2005,
which was passed to improve the security of state-issued driver’s licenses and personal
identification cards.

By: Smart Card Alliance

Background

In the United States, driver’s licenses are issued by individual states. States also issue
identification cards for use by non-drivers. States set the rules for what data is on a
license or card and what documents must be provided to obtain a license or card. States
also maintain databases of licensed drivers and cardholders.

The REAL ID Act of 2005 stipulates that after May 11, 2008, “a Federal agency may not
accept, for any official purpose, a driver’s license or identification card issued by a State
to any person unless the State is meeting the requirements” specified in the REAL ID Act.

The Act includes the following requirements:

A driver’s license or identification card must include certain specific information
and features.
A driver’s license or identification card cannot be issued unless certain specific
documentation is presented.
The state must verify all documentation presented with an application.
Driver’s licenses or identification cards issued to persons who are present in the
United States only temporarily can be valid only for the amount of time for which
the persons are authorized to be in the United States.
Controls and processes must be established to ensure the security of the
issuance process.
Each state must maintain a motor vehicle database and provide all other states
with electronic access to the database.

The REAL ID Act also stipulates that the technology incorporated into the driver’s license
or identification card must meet the following requirements:

It must support physical security features designed to prevent tampering,
counterfeiting, or duplication of the credential for fraudulent purposes.
It must be a common, machine-readable technology, with defined minimum data
elements.

The Department of Homeland Security has the authority to issue regulations and set
standards for compliance with the REAL ID Act.

Smart Card Technology and Identity Applications

Smart card technology is currently recognized as the most appropriate technology for
identity applications that must meet certain critical security requirements, including:

Authenticating the bearer of an identity credential when used in conjunction with
personal identification numbers (PINs) or biometric technologies
Protecting privacy
Increasing the security of an identity credential
Implementing identity management controls

The following active Federal government programs currently use smart card technology:

The Federal employee and contractor Personal Identity Verification (PIV) card
The new United States ePassport
The Department of Homeland Security (DHS) Registered Traveler program
The DHS Transportation Workers Identification Credential (TWIC) program
The DHS First Responders Access Credential (FRAC) pilot program implemented
in the National Capitol region

Countries around the world (such as Germany, France, Malaysia, and Hong Kong) use
smart cards for secure identity, payment, and healthcare applications. In addition, public
corporations (including Microsoft, Sun Microsystems, Chevron, and Boeing) use smart
employee ID cards to secure access to physical facilities and computer systems and
networks.

In response to Homeland Security Presidential Directive-12, the National Institute of
Standards and Technology (NIST) has published the Federal Information Processing
Standard 201 (FIPS 201), providing specifications for an interoperable Federal PIV card.
The standard calls for a combined contact/contactless smart card that can authenticate
the cardholder for both physical and logical access. The FIPS 201 standard not only
applies to Federal employee and contractor IDs; it is also being used to specify the
underlying requirements for the TWIC, Registered Traveler and FRAC credentials.

States could incorporate the same proven PIV card technology into a state-issued Real ID
(i.e., a driver’s license or identification card issued to comply with the REAL ID Act). The
PIV-based Real ID could then be used to authenticate the bearer in a “federal” situation,
such as checking in at an airport (Figure 1). This Real ID card could also incorporate
biometric factors (such as a facial image or fingerprint template) to help verify the
cardholder’s identity.

Figure 1: Using a Smart-Card-Based Real ID for Airport Check-in



States that want to issue a Real ID card that uses the FIPS 201 standard would need to
incorporate smart card technology into the card. However, the states would not
necessarily have to deploy any significant new infrastructure to use the smart card
features. Each state individually could decide whether and how to use the personal
identity verification applications in situations unrelated to Federal use.

Examples of how state divisions of motor vehicles (DMVs) and law enforcement agencies
could use and benefit from the use of smart cards are listed below. These and other
applications could be phased in over time as the opportunity and economics of the
applications evolve for each state.

Driver’s license renewal. Renewal of driver’s licenses could be expedited by an
applicant coming to a DMV office or kiosk, inserting the smart card and getting a
new card automatically.
Driving privileges. A DMV could revoke driving privileges for various infractions
(for example, DUI, tickets) and still allow the individual to use the card for
identification purposes.
Ticketing. Law enforcement officers could issue tickets by reading the smart card
chip and getting all driver demographic data from the card automatically.
Driver histories. Driver history could be kept on the card enabling improved
safety on highways where access to backend systems may not be available.

The Benefits of Smart Card Technology

Unlike alternative, less secure ID card technologies (such as magnetic stripe, printed bar
code, optical, or RFID), smart card technology supports numerous unique features that
can strengthen the security and privacy of any ID system.

Strong Identity Authentication. One essential characteristic of a secure ID system is the
ability to link the individual possessing an identity document securely to the document,
thus providing strong authentication of the individual’s identity. Smart card technology
supports PINs, biometric factors, and visual identity verification. For example, the REAL
ID Act requires that each person applying for a driver’s license or identification card be
subjected to a facial image capture. This facial biometric factor can be stored directly in
the secure chip in the smart card and used to verify that the individual presenting the
card is the individual to whom the card was issued.

If states want to implement other biometric factors (for example, fingerprints), the
biometric that is captured when the cardholder applies for the card (or is enrolled in the
identification system) can be stored securely on the card. It can then be matched either
on or off the card (in a reader or against a database) to verify the cardholder’s identity. In
addition, states can establish databases to achieve the goal of “one credential, one
record, and one identity.”

Strong Credential Security. Protecting the privacy, authenticity, and integrity of the data
encoded on an ID is a primary requirement for a secure ID card. Smart cards support the
encryption of sensitive data, both on the credential and during communications with an
external reader. Digital signatures can be used to ensure data integrity and authenticate
both the card and the credentials on the card, with multiple signatures required if
different authorities create the data. To ensure privacy, applications and data must be
designed to prevent information sharing.

Strong Card Security. When compared to other tamper-resistant ID cards, smart cards
represent the best balance between security and cost. When used with technologies such
as public key cryptography and biometrics, smart cards are almost impossible to
duplicate or forge. Data stored in the chip cannot be modified without proper
authorization (a password, biometric template, or cryptographic access key).

Smart cards also help deter counterfeiting and thwart tampering. Smart cards include a
wide variety of hardware and software capabilities that can be used to detect and react to
tampering attempts and counter possible attacks. When smart ID cards will also be used
for manual identity verification, visual security features can be added to a smart card
body.

Adding a smart card chip to a Real ID would exponentially increase the difficulty of
making a fraudulent ID card. The vulnerabilities of printed plastic ID cards are well
known-fake state IDs are readily available for purchase over the Internet or in rogue ID
card facilities. Smart cards deter forgers and can ensure that only the person to whom
the card is issued will be able to verify themselves when the card is presented. No other
technology can offer such secure, trusted, and cost-effective identification capabilities.

* Strong Support for Privacy.* The use of smart cards strengthens the ability of a system
to protect individual privacy. Unlike other identification technologies, smart cards can
implement a personal firewall for an individual’s data, releasing only the information
required and only when it is required. The card’s unique ability to verify the authority of
the information requestor and the card’s strong security at both the card and data level
make smart cards an excellent guardian of a cardholder’s personal information. Unlike
other forms of identification (such as a printed driver’s license), a smart card does not
reveal all of an individual’s personal information (including potentially irrelevant
information) when it is presented. Information embedded on the chip can be protected
so that it cannot be surreptitiously scanned or skimmed, or otherwise obtained without
the knowledge of the user. Personal information stored on the smart card can be
accessed only through user-presented PINs and passwords or by biometric matches at
the place of use. By allowing authorized, authenticated access to only the information
required for a transaction, a smart card-based ID system can protect an individual’s
privacy while ensuring that the individual is properly identified.

Flexibility as a Secure Multi-Use Credential. The driver’s license is currently a multi-use
credential. It not only indicates that the cardholder has driving privileges, it also serves
as the default credential for establishing that the cardholder can board an aircraft,
engage in age-related retail purchases, establish banking relationships, complete retail
point-of-sale transactions, and apply for employment. Smart card technology can
support these current uses along with any additional applications that enhance citizen
convenience and/or government service efficiency. For example, smart cards provide the
unique capability to easily combine identification and authentication in both the physical
and digital worlds. This capability can generate significant savings for states. A smart
card-based driver’s license or ID card could not only indicate privileges and allow
physical access to services, it could also allow individuals to file taxes, request official
papers (e.g., birth certificates) online, or access secure networks. Multiple applications
(with their required data elements) can be stored securely on the smart ID card at
issuance or added after the card is issued, allowing functionality to be added over the life
of the driver’s license or ID card.

Standards-Based Technology. Smart card technology is based on mature international
standards (ISO/IEC 7816 for contact smart cards and ISO/IEC 14443 for contactless
smart cards). Cards complying with standards are developed commercially and have an
established market presence. Multiple vendors can supply the standards-based
components necessary to implement a smart card-based ID system, providing buyers
with interoperable equipment and technology at competitive prices.

Cost-Effective and Flexible Offline Verification. In addition to the privacy and security
benefits afforded by smart cards, the technology also delivers features that support cost-
effective offline verification and efficient use of the ID card once the card has been
issued.

Verification of a cardholder’s identity is often required at multiple locations or at points
that do not have online connections. A smart card-based ID system can be deployed
cost-effectively at multiple locations by using small, secure, and low-cost portable
readers that take advantage of the smart card’s ability to provide offline identity
verification. For example, verifying a cardholder’s identity with biometrics would not
require access to an online database: the smart card can securely hold the necessary
biometric identifier, with the secure chip on the card comparing it to the live biometric.
The credential on a card can be authenticated by a reader using digital signatures
contained on the ID card, making it a trusted credential-online or off.

One key issue that has been raised by different states and by the American Association of
Motor Vehicle Administrators (AAMVA) is the cost of smart card technology. While a
smart ID card or driver’s license may cost a little more than a plastic card, the cost of the
card itself is a small fraction of the total cost of implementing an identity system that
complies with the REAL ID Act. When considering costs, it is important to understand the
advantage of an ID that is strongly tied to the bearer and enforces citizen privacy. By



Your life on a
chip....within minutes

BIOMETRIC PILOT
SCHEMES
Target of 10,000
volunteers
No figures yet, but more
than 16,000 have shown
an interest
All details are destroyed
and feedback
anonymous
Set in London, Glasgow
and Leicester, plus a
mobile facility travelling
the UK
Aims to identify any
practical difficulties and
give a cost projection of
full scheme
Current cost predicted
Ј1.3bn to Ј3.1bn

ID CARDS TIMETABLE
Nov 2003: Draft Bill
published
Apr 2004: Pilot schemes
begin
Autumn 2004: White
Paper in Parliament
2005: Facial biometrics
used on passports
(scanned from passport
photograph)
2007: New passports
and driving licences to
require biometrics,
separate ID cards
optional
2013: Parliament to vote
on making it compulsory
for all to have some
form of biometric ID

incorporating smart card technology into a Real ID, states can place a portable security
agent in the hands of the cardholder, ensuring that the state’s security policy is enforced
and that only an authorized cardholder can be authenticated before specific identity
information is released. Any additional costs associated with the technology are a small
price to pay for such robust security. Moreover, the ability of smart card technology to
support additional applications can generate both cost savings and potential new revenue
sources. In addition, smart card technology is flexible. Unlike today’s printed plastic
cards, smart cards can be updated and managed throughout the life of the card.

Conclusion

The Smart Card Alliance strongly recommends that smart card technology be adopted as
the underlying infrastructure for state driver’s licenses issued to comply with the
requirements of the REAL ID Act of 2005. Smart cards have been proven to be the most
cost effective and secure identity authentication and verification technology. They are
already widely used for secure identification in both the public and private sectors, are
based on international standards, can provide all of the features required to meet the
security requirements of the REAL ID Act, and can deliver strong privacy protection for
the cardholder’s personal information. Once states have adopted smart card
identification technology, they can then decide whether to use the trusted Real ID
credential for other applications beyond the Federal points of use according to their
needs, budgets, and timeframes. Failure to embrace smart card technology will
undermine the fundamental goal of the REAL ID Act-ensuring that the Real ID is not fake
and that it is being used by the intended bearer.

Click here for PDF version

I've got a biometric ID card 
By Tom Geoghegan 
BBC News Online 

Biometric testing of face, eye and fingerprints could soon be used on every resident of
the UK to create compulsory identity cards. BBC News Online's Tom Geoghegan
volunteered for a pilot scheme and looked, unblinking, into the future.

As I was led up to the first floor of the UK Passport Office in
London's Victoria, the butterflies I used to get at the dentist began
to flutter.

But as it turned out, the photo booth we passed on the way would
have provided a more invasive exercise.

The simple 15-minute process to get my own identity card
simulates what probably lies ahead for everyone.

Biometric tests are likely to be introduced for all new driving licences and passports from
2007. They could become compulsory six years later.

Explaining the purpose of the six-month pilot schemes being held across the UK, the
Home Office's Peter Wilson said: "This isn't a test of the technology - that's likely to
change in the future as things move on - it's the process.

"We're looking for customer reactions and perceptions, and any particular difficulties."

I was greeted in a reception area for enrolment, which consisted of filling out a form with
basic information about myself such as gender, age, postcode and ethnic background.

Then I gave the form and my name to operator Rachel Davies, who fed the information
into a computer.

I was ushered into a room and directed to sit in a sophisticated-looking booth, facing a
hi-tech camera. No going back now.

The first test is the facial recognition, which is like a prolonged photograph without the
flash.

Big Brother

No cheesy grins will be allowed, because the machine is scanning the measurements of
your face and "doesn't like teeth".

The iris scan required more concentration because I had to stare
hypnotically at two ellipses in the camera, while the machine
verbally directed me.

"Come closer," says a Big Brother-like voice, instructing me to
shuffle my seat forward while keeping my eyes fixed on the
shapes.

After about 60 seconds, the machine indicated the scanning was
complete.

No messy carbon required for the fingerprints. Instead I had to put
each hand's four fingers, then the thumb, on a glass scanner.

My prints appeared on a computer screen and within minutes were
compared against one million others which, for the sake of the
pilot scheme, had been imported from the US.

With all three tests completed, I had to give a copy of my signature
which they stored electronically.

I filled out a feedback form about my experience and then the card
was ready and in my hands.

It's strange to think that the identity card's small microchip
contains some personal information and my biometrics.

Although I don't feel psychologically invaded or like an android -
as I feared I might - I can understand why others might.

Another simple fingerprint test verifies that I match the card and
that's it, over.

If the government gets its way, the information on the chip would
also be stored on a national identity register, accessible to the
police, government departments, the Inland Revenue, immigration
and intelligence services.

No wonder as I leave, a member of staff jokes: "We'll be tracking you."

RFID Chips To Travel in U.S. Passports
U.S. passports issued after October 2006 will contain embedded radio frequency
identification chips that carry the holder's personal data and digital photo. Terrorism and
ID theft fears drive most consumer objections. 

By Laurie Sullivan TechWeb News 

State Department final regulations issued Tuesday said all U.S. passports issued after
October 2006 will have embedded radio frequency identification chips that carry the
holder's personal data and digital photo. 
The department will begin the program in December 2005 with a pilot, issuing these
passports to U.S. Government employees who use Official or Diplomatic passports for
government travel. The International Civil Aviation Organization (ICAO), a United Nations
agency, has developed international specifications for electronic passports meant to keep
information such as name, nationality, sex, date of birth, place of birth and digitized
photograph of the passport holder secure. United Kingdom and Germany also have
announced similar plans. 
The passports will have 64 kilobyte RFID chip to permit adequate storage room in case
additional data, or fingerprints or iris scan biometric technology is added in the future.
The United States will follow ICAO's international specifications to participate in a global
electronic passport initiative. The specification indicates a data format and use of a
Public Key Infrastructure (PKI) that permits digital signatures to protect the data from
tampering, according to the Bush administration. 
Consumer opposition for implanting RFID chips in passports has grown during the past
year as fear that identity thieves could steal personal information embedded in the chip
within the passport. The State Department this year received 2,335 comments on the
project, and 98.5 percent were negative, mostly focusing on security and privacy
concerns, and concerns about being identified by terrorists as a U.S. citizen. 
Some comments called for the inclusion of an anti-skimming device that would block
unauthorized connections with the readable chip to gain access to the data. "The
doomsday scenario has been the ability for terrorist to drive by several cafйs to find and

http://www.smartcardalliance.org/resources/pdf/REAL_ID_Act_Position_Paper_FINAL.pdf


         

target the most Americans in one place," said Ray Everett-Church, attorney and principal
consultant at PrivacyClue LLC. "I'm not sure how realistic that is, but when you work with
these types of technologies you need to play out some of the possibilities to calm
peoples' fears." 
The State Department said it is planning to add technology, such as basic access control
and anti-skimming material, to address fears related to skimming and eavesdropping.
The anti-skimming material is being design into the front cover and spine of the
electronic passport. The idea is to reduce the threat of skimming from distances beyond
the ten centimeters, as long as the passport book is closed or nearly closed.

Germany To Issue Passports with Biometric Data This
Fall 
First passport in Europe to use RFID technology.
John Blau, IDG News Service June 02, 2005 

DUSSELDORF, GERMANY -- Germany has taken a big step in the battle against organized
crime and terrorism by unveiling a new passport with a chip that contains biometric data.
The country plans to be among the first in Europe to issue biometric passes, starting
Nov. 1. 
Otto Schily presented the German biometric passport at a ceremony in Berlin on
yesterday, the Interior Ministry said in a statement. 
The new passport, valid for 10 years, will include an embedded RFID (radio frequency
identification chip) that will initially store a digital photo of the passport holder's face.
Starting in March 2007, the holder's left and right index fingerprints will also be stored
on the chip. 
The reasons for using noncontact RFID chips are twofold: contact points in traditional
chip cards are not designed for 10 years of use; and passports don't fit in present chip-
card readers, according to Germany's Federal Office for Information Security (BSI). 
Readers Ready 
Germany's new biometric passports are based on specifications approved in May by the
New Technologies Working Group of the International Civil Aviation Organization (ICAO). 
At this year's CeBIT trade show in March in Hanover, Germany, BSI presented the first
ICAO-compliant reader for the new passports. The RFID chip can only be read by
certified reading devices. 
The European Union has asked for an extension of the Oct. 26 deadline imposed by
Washington to implement new U.S. rules on issuing biometric passports. Washington is
demanding that all passports issued by Australia, Japan, and E.U. member states after
this deadline have biometric security elements for holders to enjoy visa-free U.S. visits of
up to 90 days. 
Some critics warn that the chips could be scanned remotely, but Schily said this is not
possible with the German version, which can only be scanned when the passport is open
and the reading device has calculated a special access code.

EU readies bio-passports 
Reuters, The Associated Press Published: June 29, 2006 

BRUSSELS EU governments should be ready to issue new biometric passports containing
facial images by Aug. 28 at the latest, the Union's justice and home affairs commissioner,
Franco Frattini, said Thursday. European citizens without the new passports would
probably still be able to travel to the United States without visas after the August
deadline, Frattini said at a news conference here. He said he was confident that the
United States could be persuaded to extend the deadline for the use of biometric
passports. "I am not so sure about the final positive result but I can just anticipate - I am
quite confident - that probably the United States will give Europeans some further delay,"
he said. Frattini made the remarks despite what he called a "very rigid interpretation" by
Congress that passengers without biometric passports would need individual visas after
August, even if they came from visa-waiver countries. The United States requires no
visas for citizens of 15 of the 25 EU states, but the U.S. visa-waiver program does not
apply to Greece or nine new, mostly ex- communist, member states. To meet the new
requirements, passports issued by EU member states after Aug. 28 are required to have
digital photographs stored in a microchip embedded in the document. At the news
briefing, Frattini announced a further requirement for new passports issued after June
28, 2009, to store two fingerprints of their holders on the passport chip. "We have to be
very clear that no violation of privacy of individuals can be allowed," he added. "This is a
key step forward to render passports of EU citizens more secure and reliable." Officials
said most EU governments will meet the August deadline, with Italy and Germany, among
others, expected to start issuing the new passports later in the year. Member states have
had since February 2005 to get ready to add the chip with facial scans to their passports.
EU officials said the biometric features, which reduce patterns of fingerprints, faces and
irises to mathematical algorithms stored on a chip, would go beyond security standards
demanded by the United States.

Here's two examples of Smart Card Companies with links provided

IDenticard Established in 1970 and with corporate offices in Lancaster, PA (USA),
IDenticard® is recognized as a leading producer of biometric security identification and
access control systems. The company provides a flexible line of fully integrated products
and systems -- including complete sophisticated digital imaging and access control
systems, custom-designed laminated, PVC, and smart cards, laminators, ID card printers,
cameras, and bar code and biometric readers. All IDenticard system solutions can be
easily upgraded to meet the growing security demands of customers. 

Smart Card

ACS Founded in 1995 and now listed in the Hong Kong Stock Exchange, Advanced Card
Systems Holdings Limited (ACS) is one of the selected groups of global companies at the
forefront of the smart card revolution. ACS develops, manufactures, and distributes a
wide range of high quality smart card reading/writing devices, smart cards, and related
products to over 80 countries worldwide, facilitating an easier adoption of smart card
applications in different industries. As the one of the world's leading supplier of PC-
linked smart card readers, ACS has the technology, expertise, and global resources to
develop and offer the next generation in smart card versatility to satisfy the needs of its
customers worldwide. 

Smart Card Reader

http://www.identicard.com/index.htm
http://www.artemis-usa.com/
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Id Card Links

A National ID System: Big Brother's Solution to Illegal Immigration by John J. Miller and
Stephen Moore 

Other Countries Id Schemes As the UK considers introducing a form of identity card BBC
News Online looks at the experience of other countries. By John Walton 

Identity Cards: Frequently Asked Questions Privacy International 

Real Id Act House backs major shift to electronic IDs. The U.S. House of Representatives
approved on Thursday a sweeping set of rules aimed at forcing states to issue all adults
federally approved electronic ID cards, including driver's licenses. By Declan McCullagh 

Government IDs: Smart-card chips' e-passport to growth. The smart-card chip industry
is pinning its hopes for a growth spurt on government-issued electronic passports,
national ID cards and health cards, technology suppliers said here Tuesday (Nov. 7) at
the Cartes 2006 conference. BY Junko Yoshida 

Military ID cards High-tech military ID cards to store fingerprint data. USA Today 

Police State in the US and Canada: The Radio Frequency ID Card Tracking device that will
tell authorities where the holder is at any time. By Connie Fogal 

National ID cards on the way? A recent vote in Congress endorsing standardized,
electronically readable driver's licenses has raised fears about whether the proposal
would usher in what amounts to a national ID card. By Declan McCullagh 

DoD Issues Time-saving Common Access Cards By Linda D. Kozaryn   American Forces
Press Service 

Articles

An identity document (also known as I.D. or ID) is a piece of documentation designed to
verify aspects of a person's identity. If an identity document is in the form of a small
standard-sized card, such as an ISO 7810 card, it is called an identity card. What the
identity document might include. Polish national ID card (front and back)Information
present on the document — or in a supporting database — might include the bearer's full
name, a portrait photo, age or birth date, address, an identification number, profession
or rank, restrictions, and citizenship status. New technologies could allow identity cards
to contain biometric information, such as photographs, face, hand or iris measurements,
or fingerprints. Electronic identity cards or e-IDs are already available in some countries
such as Hong Kong, Malaysia, Estonia, Belgium or Spain. Morocco is also planning to
launch a new identity card of biometric type by January 2007. Identity Document From
Wikipedia 

Countries with compulsory identity cards. According to Privacy International, as of 1996,
around 100 countries had compulsory identity cards. They also stated that "virtually no
common law country has a card". The term "compulsory" may have different meanings
and implications in different countries. The compulsory character may apply only after a
certain age. Often, a ticket can be given for being found without one's identification
document, or in some cases a person may even be detained until the identity is
ascertained. In practice, random controls are rare, except in police states.
List of identity card policies by country From Wikipedia 

A smart card, chip card, or integrated circuit(s) card (ICC), is defined as any pocket-sized
card with embedded integrated circuits. Although there is a diverse range of applications,
there are two broad categories of ICCs. Memory cards contain only non-volatile memory
storage components, and perhaps some specific security logic. Microprocessor cards
contain memory and microprocessor components. Smart Cards From Wikipedia 

What is a smart card? A smart card resembles a credit card in size and shape, but inside
it is completely different. First of all, it has an inside -- a normal credit card is a simple
piece of plastic. The inside of a smart card usually contains an embedded
microprocessor. The microprocessor is under a gold contact pad on one side of the card.
Think of the microprocessor as replacing the usual magnetic stripe on a credit card or
debit card. Smart cards are much more popular in Europe than in the United States. In
Europe, the health insurance and banking industries use smart cards extensively. Every
German citizen has a smart card for health insurance. Even though smart cards have
been around in their modern form for at least a decade, they are just starting to take off
in the United States. What is a smart card? How Stuff Works 

Tired of all that time-consuming swiping? Credit cards using "contactless" technology
allow users to pay for merchandise by holding the card near a special reader instead of
swiping it or handing it to a clerk. The announcement of new "blink" cards by JPMorgan
Chase & Co. marks the first push to introduce the cards to U.S. consumers on a wide
scale. This technology is already in use to some extent in Europe and Asia.
How Blink Technology Works How Stuff Works 

British national identity card. Enabling legislation for the British national identity card was
passed under the Identity Cards Act 2006. The multi-billion pound scheme has yet to
enter procurement. The cards will have a lesser role than the database they are linked to,
which is known as the National Identity Register (NIR). The Act specifies fifty categories
of information that the NIR can hold on each citizen [3], including up to 10 fingerprints,
digitised facial scan and iris scan, current and past UK and overseas places of residence
of all residents of the UK throughout their lives and indexes to other Government
databases - which would allow them to be connected. The legislation also says that any
further information can be added. British national identity card From Wikipedia

Resources

Text of the REAL ID Act (as passed on May 11, 2005) (PDF). 

President Bush's signing statement accompanying H.R. 1268 (which includes the REAL ID
Act) (PDF) (HTML). 

Summary of the law by National Conference of State Legislatures. 

EPIC's Privacy and Human Rights 2004 Sourcebook. 

Everything you ever wanted to know about a national ID card but were afraid to ask.
From the Crunch Report. 

IDs -- Not That Easy: Questions About Nationwide Identity Systems. National Research
Council, 2002. 

EPIC's page on Government Oversight and the Office of Homeland Security. 

Computer Professionals for Social Responsibility (CPSR)'s
FAQ on National Identification Schemes and Related Resources. 

Privacy International's pages on National ID Cards. 

Minnesota Public Radio's pages on Your National ID Number. 

Identity and Anonymity: Some Conceptual Distinctions and Issues for Research, by Gary
Marx. 

Korean NGO Committee against Electronic National ID Card Pages. 

EPIC's SSN pages 

EPIC's Biometrics page 
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http://www2.ministries-online.org/thecomingnewworldorder/rfidchips.html
http://www2.ministries-online.org/thecomingnewworldorder/rfidchips2.html
http://www2.ministries-online.org/thecomingnewworldorder/rfidchips3.html
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http://www2.ministries-online.org/thecomingnewworldorder/aglobgov3.html
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http://www2.ministries-online.org/thecomingnewworldorder/whatsnext.html
http://www2.ministries-online.org/thecomingnewworldorder/endtime.html
http://www.cato.org/pubs/pas/pa237es.html
http://news.bbc.co.uk/1/hi/uk_politics/2078604.stm
http://www.asylumsupport.info/publications/privacyinternational/idcards.htm
http://news.com.com/House+backs+major+shift+to+electronic+IDs/2100-1028_3-5571898.html
http://www.eetimes.com/rss/showArticle.jhtml?articleID=193600397&cid=RSSfeed_eetimes_newsRSS
http://www.usatoday.com/tech/news/computersecurity/2002-07-26-fingerprint-cards_x.htm
http://www.globalresearch.ca/index.php?context=viewArticle&code=FOG20060120&articleId=1762
http://news.com.com/National+ID+cards+on+the+way/2100-1028_3-5573414.html
http://www.defenselink.mil/news/Oct2000/n10102000_200010107.html
http://en.wikipedia.org/wiki/Identity_document
http://en.wikipedia.org/wiki/List_of_identity_card_policies_by_country
http://en.wikipedia.org/wiki/Smart_card
http://computer.howstuffworks.com/question332.htm
http://electronics.howstuffworks.com/blink.htm
http://en.wikipedia.org/wiki/British_national_identity_card
http://www.epic.org/privacy/id_cards/real_id_act.pdf
http://www.epic.org/privacy/id_cards/sign_state_hr1269.pdf
http://www.whitehouse.gov/news/releases/2005/05/print/20050511-6.html
http://www.ncsl.org/standcomm/sctran/realidsummary05.htm
http://www.epic.org/bookstore/phr2004/
http://www.davidmbrown.com/columns/060202.html
http://www.nap.edu/catalog/10346.html?opi_newsdoc041102
http://www.epic.org/open_gov/homeland/
http://www.cpsr.org/program/natlID/natlIDfaq.html
http://www.cpsr.org/program/natlID/natlIDlinks.html
http://www.privacy.org/pi/activities/idcard/
http://news.mpr.org/features/199911/15_newsroom_privacy/natlid.html
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Fascism

The past and present threat of Fascism. We all should realize and be aware
of the fact that the nations Germany and Italy were liberal democracies
before the rise of fascism. 
Adolf Hilter used the system from inside to gain power politically with the power of
propaganda. He was considered a powerful speaker, so he railed against things that he
knew the people feared and perceived as threats. In return, those who followed him
began to treat Hitler with almost religious adoration. After Martial law was declared in
Berlin, the people all over Germany turned to "Fuhrer worship" as they were caught up in
the emotions of the Nazi campaign. Next came the elections of March 5, 1933, then the
Nazis began a systematic takeover of the state governments throughout Germany,
ending a centuries old tradition of local political independence. Armed SA and SS thugs
barged into local government offices using the state of emergency decree as a pretext to
throw out legitimate office holders and replace them with Nazi Reich commissioners. On
March 23, the Nazi controlled Reichstag passed the "Enabling Act." This act finally
established Adolph Hitler as the total Dictator of Germany. After this, the
"Gleichschaltung" (Synchronizing) began – the total coordination and absorption of the
entire nation under the Nazi boot.   Read Fascism, in 10 easy steps .   Also, check out the
text of the Patriot Act enacted since 9/11 (PDF file).      (Video and text links at bottom of
page)

Adolf Hitler

New World Order
New World Order is World Government

Listen: 

Irvin Baxter, Jr., Endtime Ministries

Roman Fascist Symbol (left)

US House of Representatives
chamber, United States Capitol

(on the left and right of the
podium)

Close Up

The "Fasces" was a symbol of imperial power in ancient Rome. A bundle of sticks bound
together, it represented the "many bound together as one."

Fascism Anyone? 

Fascism’s principles are wafting in the air today, surreptitiously masquerading as
something else, challenging everything we stand for. 

By Laurence W. Britt 

The cliché that people and nations learn from history is not only overused, but also
overestimated; often we fail to learn from history, or draw the wrong conclusions. Sadly,
historical amnesia is the norm. 

We are two-and-a-half generations removed from the horrors of Nazi Germany, although
constant reminders jog the consciousness. German and Italian fascism form the historical
models that define this twisted political worldview. Although they no longer exist, this
worldview and the characteristics of these models have been imitated by protofascist
regimes at various times in the twentieth century. Both the original German and Italian
models and the later protofascist regimes show remarkably similar characteristics.
Although many scholars question any direct connection among these regimes, few can
dispute their visual similarities. 

Beyond the visual, even a cursory study of these fascist and protofascist regimes reveals
the absolutely striking convergence of their modus operandi. This, of course, is not a
revelation to the informed political observer, but it is sometimes useful in the interests of
perspective to restate obvious facts and in so doing shed needed light on current
circumstances. 

For the purpose of this perspective, I will consider the following regimes: Nazi Germany,
Fascist Italy, Franco’s Spain, Salazar’s Portugal, Papadopoulos’s Greece, Pinochet’s Chile,
and Suharto’s Indonesia. To be sure, they constitute a mixed bag of national identities,
cultures, developmental levels, and history. But they all followed the fascist or
protofascist model in obtaining, expanding, and maintaining power. Further, all these
regimes have been overthrown, so a more or less complete picture of their basic
characteristics and abuses is possible. 

Analysis of these seven regimes reveals fourteen common threads that link them in
recognizable patterns of national behavior and abuse of power. These basic
characteristics are more prevalent and intense in some regimes than in others, but they
all share at least some level of similarity. 

1. Powerful and continuing expressions of nationalism. From the prominent displays of
flags and bunting to the ubiquitous lapel pins, the fervor to show patriotic nationalism,
both on the part of the regime itself and of citizens caught up in its frenzy, was always
obvious. Catchy slogans, pride in the military, and demands for unity were common
themes in expressing this nationalism. It was usually coupled with a suspicion of things
foreign that often bordered on xenophobia. 

2. Disdain for the importance of human rights. The regimes themselves viewed human
rights as of little value and a hindrance to realizing the objectives of the ruling elite.
Through clever use of propaganda, the population was brought to accept these human
rights abuses by marginalizing, even demonizing, those being targeted. When abuse was
egregious, the tactic was to use secrecy, denial, and disinformation. 

3. Identification of enemies/scapegoats as a unifying cause. The most significant
common thread among these regimes was the use of scapegoating as a means to divert
the people’s attention from other problems, to shift blame forfailures, and to channel
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frustration in controlled directions. The methods of choice—relentless propaganda and
disinformation—were usually effective. Often the regimes would incite “spontaneous”
acts against the target scapegoats, usually communists, socialists, liberals, Jews, ethnic
and racial minorities, traditional national enemies, members of other religions,
secularists, homosexuals, and“terrorists.” Active opponents of these regimes were
inevitably labeled as terrorists and dealt with accordingly. 

4. The supremacy of the military/avid militarism. Ruling elites always identified closely
with the military and the industrial infrastructure that supported it. A disproportionate
share of national resources was allocated to the military, even when domestic needs were
acute. The military was seen as an expression of nationalism, and was used whenever
possible to assert national goals, intimidate other nations, and increase the power and
prestige of the ruling elite. 

5. Rampant sexism. Beyond the simple fact that the political elite and the national culture
were male-dominated, these regimes inevitably viewed women as second-class citizens.
They were adamantly anti-abortion and also homophobic. These attitudes were usually
codified in Draconian laws that enjoyed strong support by the orthodox religion of the
country, thus lending the regime cover for its abuses. 

6. A controlled mass media. Under some of the regimes, the mass media were under
strict direct control and could be relied upon never to stray from the party line. Other
regimes exercised more subtle power to ensure media orthodoxy. Methods included the
control of licensing and access to resources, economic pressure, appeals to patriotism,
and implied threats. The leaders of the mass media were often politically compatible with
the power elite. The result was usually success in keeping the general public unaware of
the regimes’ excesses. 

7. Obsession with national security. Inevitably, a national security apparatus was under
direct control of the ruling elite. It was usually an instrument of oppression, operating in
secret and beyond any constraints. Its actions were justified under the rubric of
protecting “national security,” and questioning its activities was portrayed as unpatriotic
or even treasonous. 

8. Religion and ruling elite tied together. Unlike communist regimes, the fascist and
protofascist regimes were never proclaimed as godless by their opponents. In fact, most
of the regimes attached themselves to the predominant religion of the country and chose
to portray themselves as militant defenders of that religion. The fact that the ruling
elite’s behavior was incompatible with the precepts of the religion was generally swept
under the rug. Propaganda kept up the illusion that the ruling elites were defenders of
the faith and opponents of the “godless.” A perception was manufactured that opposing
the power elite was tantamount to an attack on religion. 

9. Power of corporations protected. Although the personal life of ordinary citizens was
under strict control, the ability of large corporations to operate in relative freedom was
not compromised. The ruling elite saw the corporate structure as a way to not only
ensure military production (in developed states), but also as an additional means of
social control. Members of the economic elite were often pampered by the political elite
to ensure a continued mutuality of interests, especially in the repression of “have-not”
citizens. 

10. Power of labor suppressed or eliminated. Since organized labor was seen as the one
power center that could challenge the political hegemony of the ruling elite and its
corporate allies, it was inevitably crushed or made powerless. The poor formed an
underclass, viewed with suspicion or outright contempt. Under some regimes, being poor
was considered akin to a vice. 

11. Disdain and suppression of intellectuals and the arts. Intellectuals and the inherent
freedom of ideas and expression associated with them were anathema to these regimes.
Intellectual and academic freedom were considered subversive to national security and
the patriotic ideal. Universities were tightly controlled; politically unreliable faculty
harassed or eliminated. Unorthodox ideas or expressions of dissent were strongly
attacked, silenced, or crushed. To these regimes, art and literature should serve the
national interest or they had no right to exist. 

12. Obsession with crime and punishment. Most of these regimes maintained Draconian
systems of criminal justice with huge prison populations. The police were often glorified
and had almost unchecked power, leading to rampant abuse. “Normal” and political
crime were often merged into trumped-up criminal charges and sometimes used against
political opponents of the regime. Fear, and hatred, of criminals or “traitors” was often
promoted among the population as an excuse for more police power. 

13. Rampant cronyism and corruption. Those in business circles and close to the power
elite often used their position to enrich themselves. This corruption worked both ways;
the power elite would receive financial gifts and property from the economic elite, who in
turn would gain the benefit of government favoritism. Members of the power elite were
in a position to obtain vast wealth from other sources as well: for example, by stealing
national resources. With the national security apparatus under control and the media
muzzled, this corruption was largely unconstrained and not well understood by the
general population. 

14. Fraudulent elections. Elections in the form of plebiscites or public opinion polls were
usually bogus. When actual elections with candidates were held, they would usually be
perverted by the power elite to get the desired result. Common methods included
maintaining control of the election machinery, intimidating an disenfranchising
opposition voters, destroying or disallowing legal votes, and, as a last resort, turning to a
judiciary beholden to the power elite. 

Fascism From Wikipedia
(in Italian, ''fascismo''), capitalized, refers to the right-wing authoritarian movement
which ruled Italy from 1922 to 1943 under the leadership of Benito Mussolini. The word
''fascism'' (uncapitalized) has come to mean any political stance or system of government
resembling Mussolini's.

The word comes from ''fascio'' (plural: ''fasci''), which may mean "bundle", as in a political
or militant group or a nation, but also from the fasces (rods bundled around an axe),
which were an ancient Roman symbol of the authority of lictors (magistrates). The Italian
'Fascisti' were also known as Black Shirts for their style of uniform incorporating a black
shirt.

Some of the governments and parties most often considered to have been fascist include
Fascist Italy under Mussolini, Nazi Germany under Adolf Hitler, Spain's Falange, Portugal's
New State, Hungary's Arrow Cross Party, Japan's Imperial Way Faction, and Romania's Iron
Guard.

Mussolini with Hitler

Fascism
A political, cultural, and intellectual movement that flourished in twentieth century
Europe. Most notably, adherents of Fascism ruled Italy from 1922 to 1945, but in fact,
the word Fascism actually describes a range of extreme right-wing movements that were
active in various countries throughout Europe and in other parts of the world.

Fascism developed as a result of the social changes and intellectual revolution that took
place in the Western world at the turn of the twentieth century. It was a type of original,
modern thought that reflected change and the need for something new and different
amongst the young people of Europe, who disdained their parents' middle class values.
Fascist ideas spread all over Europe and gained force during the depression of the 1920s
and 1930s.

As an ideology, Fascism represents a synthesis of nationalism (devotion to one's nation
as the highest ideal) and socialism (communal ownership of economic enterprises), and
the rejection of materialism, liberalism, Marxism, and democracy. It calls for the absolute
political rule of the leaders, and deplores the democratic ideal of the common people
making important decisions. The state government is how national unity---the major
Fascist value---is manifested. Fascism tries to create a new civilization, based on the
total community, in which all sectors and classes of the population will find their niche.
As a result, the nation will be revitalized and strengthened, and each individual will be
nothing more than a cell in the communal organism. Fascism even poses as a type of
spiritual revolution.



         

Fascism came up with two tools that would help maintain "the unity of the nation"---
corporatism and totalitarianism. In a corporative state, a country's political, social, and
economic power is held by a group of corporations, made up both of employers and
employees. This group of corporations plans the economy and settles differences
between social classes. In a totalitarian state, the government has total control over and
can intervene in every aspect of an individual's life. Using these two instruments, the
nation would easily be maintained as the highest ideal.

The phenomenon of Fascism evolved out of an awareness of a major societal problem:
the exclusion of the working man from the community ideal. According to Fascist
ideology, the nation will not become a completed unit as long as the working class is not
assimilated into it, and until a way is found to harness each individual in a joint effort to
achieve the common good. Fascism is also a reflection of certain values of the time:
namely, emotions and spontaneity as opposed to reason---reason being the basis of
democratic thought. In Fascism, the idea that emotions and the subconscious are more
important in politics than reason is totally acceptable. An offshoot of this "cult of the
emotions" is the Fascist philosophy of action, energy, intuition, and violence.

Although Fascism was put into power in Italy under the Fascist leader, Benito Mussolini,
the movement made waves all over Europe---and was different in each country it visited.
Fascism was found in France, where the first Fascist movement outside Italy was founded
in 1925 and Spain, where the Fascist Francisco Franco won the Spanish Civil War and
took control of the government in 1939. Nazi Germany was an extreme form of Fascism.

Fascism Links

Map of 10 regional unions/kingdoms   - Proposed by the Club Of Rome (Html file) 

Article by Dr. John Coleman  - 21 Goals of the Illuminati and The Committee of 300
(Html file) 

The Late Great USA  The coming merger with Mexico and Canada, and the NAFTA
Superhighway  By Jerome R Corsi (Pdf file) 

The Illuminati Agenda   By Myron C. Fagan (Html file) 

The North American Union Fact Sheet   By The American Policy Center (Pdf file) 

The Illuminati "THE BROTHERHOOD AND THE MANIPULATION OF SOCIETY"  By Ivan Fraser
and Mark Beeston 

Conspiracy Times "10 False Flag Operations"  By Joe Crubaugh 

One World Government   (Html File) 

The Great Late Planet Earth   (Right click to download) By Hal Lindsey (MP3 File) 

9/11 Slide Presentation, 9/22/06   By Dr. Steven E. Jones 

The Rise Of Pseudo Fascism   By David Neiwert 

Eternal Fascism   By Umberto Uco 
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Europe Is United

The headlines stated "Europe Is United Again", May 2004 
10 nations in eastern Europe and Mediterranean join bloc. Europe stood proudly reunited
yesterday almost six decades after it was split in two by the Cold War, as 10 nations in
eastern Europe and the Mediterranean took their places in the European Union. The
once-communist states of the Czech Republic, Estonia, Hungary, Latvia, Lithuania,
Poland, Slovakia and Slovenia officially joined the EU family. Mediterranean islands
Cyprus and Malta joined them as well, rounding out what is indisputably the world’s
biggest single economic bloc, and a fledgling political force, with a total population of
455 million, the EU now surpasses the United States as the world's biggest economy.
Today's European Union has a president and a military (although member states can veto
any commitment to military action). The EU parliament can make laws that supersede the
laws of its member states. Its court has jurisdiction over EU citizens. It legislates and
regulates on matters such as commerce, trade, education, and the environment. Its
citizens have a common passport. And it has a uniform currency, the euro. Its the
currency of 13 European Union countries: Belgium, Germany, Greece, Spain, France,
Ireland, Italy, Luxembourg, the Netherlands, Austria, Portugal, Slovenia and
Finland.   Read The Ominous Parallels: Nazism and the EU    (Video and text links at bottom
of page) 

Welcome to a united Europe
Europe's currency the Euro 

gaining strength over the dollar

The Revived Roman Empire

listen: 

Brian Brodersen

The European Union 
The European Union by Columbia University Press

The European union (EU), name given since the ratification (Nov., 1993) of the Treaty of
European Union, or Maastricht Treaty, to the European Community (EC), an economic and
political confederation of European nations, and other organizations (with the same
member nations) that are responsible for a common foreign and security policy and for
cooperation on justice and home affairs. Twenty-five countries—Austria, Belgium,
Cyprus, the Czech Republic, Denmark, Estonia, Finland, France, Germany (originally West
Germany), Great Britain, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg,
Malta, the Netherlands, Poland, Portugal, Slovakia, Slovenia, Spain, and Sweden—are full
members of the organizations of the EU. 

Organizational Structure 

The EC, which is the core of the EU, originally referred to the group of Western European
nations that belonged to each of three treaty organizations—the European Coal and Steel
Community (ECSC), the European Economic Community (EEC), and the European Atomic
Energy Community (Euratom). In 1967 these organizations were consolidated under a
comprehensive governing body composed of representatives from the member nations
and divided into four main branches—the European Commission (formerly the
Commission of the European Communities), the Council of the European Union (formerly
the Council of Ministers of the European Communities), the European Parliament, and the
European Court of Justice. 

Although the EU has no single seat of government, many of its most important offices
are in Brussels, Belgium. The European Commission, which has executive and some
legislative functions, is headquartered there, as is the Council of the European Union; it
is also where the various committees of the European Parliament generally meet to
prepare for the monthly sessions in Strasbourg, France. In addition to the four main
branches of the EU's governing body, there are the Court of Auditors, which oversees EU
expenditures; the Economic and Social Committee, a consultative body representing the
interests of labor, employers, farmers, consumers, and other groups; and the European
Council, a consultative but highly influential body composed primarily of the president of
the Commission and the heads of government of the EU nations and their foreign
ministers. 

Evolution 

The history of the EU began shortly after World War II, when there developed in Europe a
strong revulsion against national rivalries and parochial loyalties. While postwar recovery
was stimulated by the Marshall Plan, the idea of a united Europe was held up as the basis
for European strength and security and the best way of preventing another European war.
In 1950 Robert Schuman, France's foreign minister, proposed that the coal and steel
industries of France and West Germany be coordinated under a single supranational
authority. France and West Germany were soon joined by four other countries—Belgium,
Luxembourg, the Netherlands, and Italy—in forming (1952) the ECSC. The EEC (until the
late 1980s it was known informally as the Common Market) and Euratom were
established by the Treaty of Rome in 1958. The EEC, working on a large scale to promote
the convergence of national economies into a single European economy, soon emerged
as the most significant of the three treaty organizations. 

The Brussels Treaty (1965) provided for the merger of the organizations into what came
to be known as the EC and later the EU. Under Charles de Gaulle, France vetoed (1963)
Britain's initial application for membership in the Common Market, five years after
vetoing a British proposal that the Common Market be expanded into a transatlantic
free-trade area. In the interim, Britain had engineered the formation (1959) of the
European Free Trade Association. In 1973 the EC expanded, as Great Britain, Ireland, and
Denmark joined. Greece joined in 1981, and Spain and Portugal in 1986. With German
reunification in 1990, the former East Germany also was absorbed into the Community. 

The Single European Act (1987) amended the EC's treaties so as to strengthen the
organization's ability to create a single internal market. The Treaty of European Union,
signed in Maastricht, the Netherlands, in 1992 and ratified in 1993, provided for a
central banking system, a common currency to replace the national currencies, a legal
definition of the EU, and a framework for expanding the EU's political role, particularly in
the area of foreign and security policy. The member countries completed their move
toward a single market in 1993 and agreed to participate in a larger common market, the
European Economic Area (est. 1994), with most of the European Free Trade Association
(EFTA) nations. In 1995, Austria, Finland, and Sweden, all former EFTA members, joined
the EU, but Norway did not, having rejected membership for the second time in 1994. 

A crisis within the EU was precipitated in 1996 when sales of British beef were banned
because of “mad cow disease”. Britain retaliated by vowing to paralyze EU business until
the ban was lifted, but that crisis eased when a British plan for eradicating the disease
was approved. The ban was lifted in 1999, but French refusal to permit the sale of British
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beef resulted in new strains within the EU. In 1998, as a prelude to their 1999 adoption
of the euro, 11 EU nations established the European Central Bank; the euro was
introduced into circulation in 2002 by 12 EU nations. 

The EU was rocked by charges of corruption and mismanagement in its executive body,
the European Commission (EC), in 1999. In response the EC's executive commission
including its president, Jacques Santer, resigned, and a new group of commissioners
headed by Romano Prodi was soon installed. In actions taken later that year the EU
agreed to absorb the functions of the Western European Union, a comparatively dormant
European defense alliance, thus moving toward making the EU a military power with
defensive and peacekeeping capabilities. 

The installation in Feb., 2000, of a conservative Austrian government that included the
right-wing Freedom party, whose leaders had made xenophobic, racist, and anti-Semitic
pronouncements, led the other EU members to impose a number of sanctions on Austria
that limited high-level contacts with the Austrian government. Enthusiasm for the
sanctions soon waned, however, among smaller EU nations, and the issue threatened to
divide the EU. A face-saving fact-finding commission recommended ending the
sanctions, stating that the Austrian government had worked to protect human rights, and
the sanctions were ended in September. 

In 2003 the EU and ten non-EU European nations (Estonia, Latvia, Lithuania, Poland, the
Czech Republic, Slovakia, Hungary, Slovenia, Cyprus, and Malta) signed treaties that
resulted in the largest expansion of the EU the following year, increasing the its
population by 20% and its land area by 23%. Most of the newer members are significantly
poorer than the largely W European older members. The old and new member nations at
first failed to agree on a constitution for the organization; the main stumbling block
concerned voting, with Spain and Poland reluctant to give up a weighted system of voting
scheduled for 2006 that would give them a disproportionate influence in the EU relative
to their populations. In Oct., 2004, however, EU nations signed a constitution with a
provision requiring a supermajority of nations to pass legislation. The constitution, which
must be ratified by all members to come into effect, was rejected by voters in France and
the Netherlands in 2005, leading EU leaders to pause in their push for its ratification. By
mid-2006, however, 15 nations had nonetheless ratified the document. 

Meanwhile, in 2003 the EU embarked, in minor ways, on its first official military missions
when EU peacekeeping forces replaced the NATO force in Macedonia and were sent by
the United Nations to Congo (Kinshasa); the following year the EU assumed responsibility
for overseeing the peacekeepers in Bosnia. EU members also took steps toward
developing a common defense strategy independent of NATO, and agreed in 2004 to
admit Bulgaria and Romania in 2007. Josй Manuel Barroso succeeded Prodi as president
of the European Commission late in 2004. 

Is the E.U. the Revived Roman Empire? 
By Jennifer Rast 

Daniel chapters 2 and 7 reveal a strong connection between the formation of the
European Union and end-times scripture.  The possible fulfillment of this scripture began
in 1950 when the Roman Empire began to show signs of being revived.  In 1950 the
European Coal and Steel Community was proposed as a means of achieving economic
unification in Europe following the war.  The hope was that this would strengthen
economic trade in Europe.  This unified effort led to the signing of the treaties of Rome
in 1957, which established the European Economic Community (EEC), and the European
Atomic Energy Council.  That treaty was taken a step further with the signing of the
Brussels Treaty in 1965.  The Brussels Treaty began the process of rebuilding the old
Roman Empire through reunification of European states under one political system, one
economic system, and eventually under the protection of one military force.  The treaty
established a commission, council, parliament, and court for the union. The revived
Roman Empire prophesied in the Bible was well on its way to becoming a reality. 

More states were added to this growing union in 1973, 1981, and 1986, making up the
10 permanent member states of today’s European Union.  In 2002, the Euro was
introduced as the first step toward a unified single currency in Europe.  Upon adopting
the Euro, Portuguese Prime Minister Antonio Guterres raved, “As Peter was the rock on
which the church was built, so the Euro is the rock on which the European Union will be
built.”  

The EU today is made up of over 25 countries, however the ten nations of the Western
European Alliance have a separate status as full members, while those nations who
joined subsequent to the original 10 have only associate membership, or observer
status.  This 10 nation military wing of the EU may very well fulfill the prophecy of the
beast with 10 horns from Daniel 7:7-8 and Revelations 13:1.  On this beast’s back will
ride the woman that symbolizes a global religious system that is to appear before Christ
returns to set up His kingdom. 

The purpose of the EU’s creation was and is, ultimately, to create a European super-state
or “United States of Europe”, as some have suggested naming it, that would eventually
rival the United States in influence and military might.  In 1999, Javier Solana became the
High Representative for the EU’s foreign and security policy, and through
recommendation 666, he was given emergency powers over the military wing of the EU
in 2000.  All that currently remains to create a truly revived Roman Empire is the creation
of a permanent executive branch of government and the full integration of the new Euro
currency.  With the introduction of the new EU constitution, the groundwork is being laid
for just such an executive branch and economic system. 

So how does this all relate to Bible prophecy?  Let’s start with the book of Daniel.  Daniel
chapter 2 records that the ancient Babylonian King Nebuchadnezzar had a dream
concerning the Last Days.  No Babylonian could interpret the dream; however, Daniel, a
captive of Judah, was able to interpret Nebuchadnezzar’s dream (Daniel 2:25-30), as God
had already revealed the dream to him (Daniel 2:19-23). 

Daniel 2:25-30 says, “You, O king, your thoughts came while you were on your bed
about what would happen in the future, and the Revealer of Secrets informed you what
will be.  As for me, it is not because I possess more wisdom than any other being that
this secret was revealed to me, but rather to make the interpretation known to the king,
so that you may know what has occupied your thoughts.” 

Daniel recounted the dream to Nebuchadnezzar, and interpreted the king’s dream of a
huge statue by explaining the 4 major components of the statue. 

1.  A head of Gold

2.  Breast and arms of silver

3.  Belly and thighs of bronze

4.  Feet of iron and clay 

Most Bible scholars interpret these 4 components to represent the 4 major empires that
have existed in the world’s history.  Daniel confirms that the first of these empires is
Babylon, ruled by Nebuchadnezzar. 

Daniel 2:37-38 “Thou, O king, art a king of kings; for the God of heaven hath given thee
a kingdom, power, and strength, and glory.  And wheresoever the children of men dwell,
the beasts of the field and the fowls of the heaven hath he given into thine hand, and
hath made thee ruler over them all.  Thou art this head of Gold.” 

Daniel goes on to identify the second and third empires that will emerge following the
Babylonian empire. 

Daniel 2:39 “And after you will arise another kingdom inferior to you, and [then] another,
a third kingdom, of copper, which will rule the whole earth.” 

History records the empires that followed Babylon were Medo-Persia and Greece.  Daniel
5 tells us that Nebuchadnezzar’s successor, Belshazzar, was conquered by Persia.  The
second empire of Nebuchadnezzar’s dream was established from modern-day Iran to
Asia Minor (Turkey). 

The third empire to arise (Daniel 2:39b) and rule the earth was Greece, whose reign
began at the time of Alexander the Great.  The fourth empire will be  a revived model of
this Roman Empire.  Daniel did, after all, tell Nebuchadnezzar that his vision was about
“what will be at the End of Days” (Daniel 2:28).  The fourth empire is described as
follows: 

Daniel 2:40 “It will be strong, yet mixed.  It will be a diverse empire (part of potters clay
and part of iron, the kingdom will be divided), but will be strong (but there shall be in it
of the strength of iron) 

Prophecies elsewhere in the Bible also describe this fourth empire of the final days, and
by studying these we can examine further any indications that would point to the
European Union as the final world empire that will be ruled by the antichrist before
Messiah returns.   

DANIEL’S VISION OF 4 BEASTS 

Following Nebuchadnezzar’s reign, Daniel also had a vision of these 4 kingdoms, but this
time they were represented by 4 beasts.  (Daniel 7:1-24) 

The first beast in Daniel 7:4 is described as being “like a lion, and it has eagles wings”. 
Interestingly, the emblem of the ancient Babylon was a lion with eagles wings.   



The second beast is described in Daniel 7:5 – “Then behold! Another beast, a second
one, similar to a bear; it was placed on one side, and there were three ribs in its mouth
between its teeth; and this is what they said to it, ‘Arise, devour much flesh!’”  The
second beast in Daniel 7 is generally accepted as being Medo-Persia because Persia
devoured much of the Middle East and Asia, and the Persian Empire had three capitals,
Susa, Persepolis, and the conquered Babylon. 

Of the third beast Daniel 7:6 says “After this I was watching and behold! Another beast,
like a leopard, with four bird’s wings on its back; the beast had four heads, and it was
given dominion”.  This beast is symbolic of the empire of Greece left behind by Alexander
the Great.  When Alexander the Great died in 323 C.E., his empire was divided between
and ruled by 4 of his generals. 

The following verses describe the 4th beast, or kingdom of Daniel’s dream. 

Daniel 7:7-8 “After this I was watching in night visions, and behold! A fourth beast,
exceedingly terrifying, awesome and strong.  It has immense iron teeth, and it was
devouring and crumbling, and trampling its feet what remained.  It was different from all
the beasts that had preceded it, and it had ten horns.  As I was contemplating the horns,
behold!  Another horn, a small one, came up among them, and three of the previous
horns were uprooted before it.  There were eyes like human eyes in this horn, and a
mouth speaking haughty words”. 

Daniel 7:23 “Thus he said, the fourth beast shall be the fourth kingdom upon the earth,
which shall be diverse from all kingdoms, and shall devour the whole earth, and shall
tread it down, and break it to peaces. 

In the first verse we see a fourth beast with 10 horns.  The small horn, speaking haughty
words, rises up and conquers three of them.  This represents the antichrist that will come
to power through the 4th kingdom.  The 10 horns, 3 of which are subdued, are the 10
kings that make up the rulers of the 4th kingdom.  From this kingdom and the reign of
antichrist will come a global system of government that will rule over the earth prior to
the coming of Christ to establish his Kingdom. 

Daniel 7:24 “And the ten horns out of this kingdom are ten kings that shall arise; and
another shall rise after them; and he shall be diverse from the first, and he shall subdue
three kings.” 

The three kings that are subdued will probably not approve of his rise to power or will
object to his far-reaching powers. 

In addition to creating an EU constitution, plans are being discussed for an EU presidency
that will replace the current 6 month rotating presidency, creating a powerful
international leader with great influence at the United Nations and on the global stage. 
The new president would be elected by government heads of EU members and would
hold office for five years.  Tony Blair believes this new president “will become the public
face and driving force of Europe”.  German Foreign Minister Joschka Fischer has gone so
far as to say that the Euro was the “first step to a federation”, and he went on to say that
he wanted a powerful president of the EU as head of a European government with full
legal and executive power.  He welcomed the progress made in removing the “sovereign
rights” of nations. 

We’re given a clue as to the identity of the little horn in Daniel 9:26 – “And after
threescore and two weeks and the people of the prince that shall come shall destroy the
city and the sanctuary, and end thereof shall be [as swept away] with a flood, and unto
the end of the war desolations are determined.” 

We know that the people who destroyed Jerusalem (the city) and the temple (the
sanctuary) were the Romans.&nbsp; From this people shall come the “prince that is to
come” or the Antichrist.  We can expect then for the Antichrist to rise up from a fourth
kingdom that will be the revived Roman Empire. 

Daniel 7:25 says, “And he shall speak great words against the most High, and shall wear
out the saints of the most High, and think to change times and laws: and they shall be
given into his hand until a time and times and the dividing of time.” 

The Antichrist will speak blasphemous words against God as he rules over the world, and
there will be intense persecution of the tribulation saints.  A time and times and the
dividing of time refers to the three and a half years of the Great Tribulation (see Rev.
12:14; 135). 

The EU is definitely becoming a world power of clay (diversity) and iron (power) with
striking similarities to the fourth kingdom or fourth beast of Daniel’s prophecies.  A
world power of so many ethnic groups and representing so many states could easily
become a very influential leader at the United Nations and the world.  It’s possible that
the U.N. is a beginning for this world government that will eventually be ruled by a
revived Roman Empire and the Antichrist.

There are, however, other views on these prophesies that can be considered.  Some think
that the fourth kingdom is the revived Roman Empire (ten kings are the 10 nation
military alliance of the EU) and the U.N. is the 4th beast (10 horns being the 10 bio-
regions the UN has established for the globe).  Only time will tell which is the case. 

If the EU is the revived Roman Empire that will bring about the rise of Antichrist, then it
is important to look at the religious symbolism of the EU.  After all, riding on the beast’s
back will be the harlot that represents a global pagan religious system that will unite the
world and play a part in the persecution of the tribulation saints (Rev. 17). 

The EU flag has a circle of 12 stars on a blue background.  These stars were inspired by
the halo of 12 stars appearing around the Madonna as depicted in Catholic pictures of
her.  Leon Marchal, former secretary general of the Council of Europe, confirmed that the
stars are representative of “the woman of the Apocalypse”.  He expounded, “it’s
wonderful that we have gotten back to the introit of the new Mass of the Assumption. 
It’s the corona stellarum duodecim of the woman of the Apocalypse”.  He is referencing
the woman in Revelation 12 who appears with a crown of 12 stars.  The Bible uses this
symbolism to represent Israel, however the Catholic Church has always claimed that she
represents the Virgin Mary, “the mother of God”.  A leaflet titled “Building Europe
Together” states that “The European flag is a shared flag, blue with 12 gold stars
symbolizing completeness.  The number will remain 12 no matter how many countries
there are in the European Union.” 

The anthem of the EU “Ode to Joy” also contains religious symbolism.  “Ode to Joy” is the
prelude to the last movement of Beethoven’s Ninth Symphony, which has religious
implications.  EU publications state that the anthem really is an “ode to freedom,
community, and peace”, however the lyrics, by Friedrich von Schiller, are actually about
the entering of the shrine of a pagan goddess and the uniting of all men in brotherhood,
by the power of magic. 

Further evidence of a religious side to the European Union is a poster that was issued by
the EU, showing the tower of Babel.  The poster carried the slogan “Many tongues, one
voice.”  As if the celebration of the pagan tower that led God to confuse the languages of
a defiant people (Genesis 11) isn’t enough, a crane in the background was shown
rebuilding the tower.  Now, once again, a rebellious people are rebuilding mystery
Babylon.  In a parliament building in Strasbourg, France, you will find an enormous
replica of the unfinished tower of Babel that the secular press has named “Eurobabel”. 

If that religious symbolism seems too obscure to be that significant, perhaps a snapshot
of Revelation 17 will peak your interest in the religious symbolism of the EU.  Revelation
17 depicts a great harlot riding on a beast.  The beast in Revelation 17 represents the
world government and the great harlot is a global religion that will ride in on its back. 
This harlot riding a beast was used when Britain issued a stamp to commemorate the
first EU parliament election in 1979.  It is now the official picture of the EU, and is
painted on the dome of the parliament building in Brussels.  It is also pictured on the
same building that holds the “Eurobabel”.

The EU constitution has also raised the ire of protestant leaders by banning the mention
of Christianity as part of Europe’s cultural heritage, while at the same time, including
references to the civilizations of Greece and Rome, and the philosophical heritage of the
Enlightenment.  EU government representatives excused this revisionist view of history by
claiming any mention of Christian values would upset the Muslim population of the EU.

As you can see, the stage is being set for the emergence of a global political system(the
EU and the UN), a global economic system(the Euro and WTO), and a global religious
system (the interfaith movement).  The EU would seem to fulfill many of the prophesies
of the fourth kingdom that is to come, from which will arise the Antichrist of the end-
times.

Europa Links

The Holy Roman Empire  By Gerald Flurry, J. Tim Thompson and Stephen Flurry 

PAX GERMANICA & U.S. OF EUROPE – OR A NEW WORLD ORDER  (pdf file) 

Facts they don't want you to know about the E.U. - 2003   By Despatch Magazine (pdf
file) 

http://www2.ministries-online.org/thecomingnewworldorder/holyromanempire.html
http://www.originofnations.org/HRP_Papers/NWO%20or%20Pax%20Germanica.pdf
http://www.despatch.cth.com.au/Despatch/Despatch15_2_38-43.pdf


         

Europa-   How Revelation reveals Europe in end time prophecy 

List of European Union member states by accession. Wikipedia 

The European Union A guide for Americans (pdf File) 

The European Union is the largest political and economic entity on the European
continent. Around 500 million people live within the EU and it has an estimated GDP of
13.4 trillion USD. The Union has a single market consisting of a customs union, a single
currency called the euro (so far adopted by 13 of the 27 member states and managed by
the European Central Bank), a Common Agricultural Policy, a common trade policy.
Wikipedia 

This is the history of the European Union. See also the history of Europe and history of
present-day nations and states. Wikipedia 

European Union: Superpower or Superstate? (pdf file) 

United Nations - Website 

Europa The European Union at a glance 

http://www2.ministries-online.org/thecomingnewworldorder/europe1.html
http://en.wikipedia.org/wiki/List_of_European_Union_member_states_by_accession
http://www.eurunion.org/infores/euguide/euguide2007.pdf
http://en.wikipedia.org/wiki/Eu
http://en.wikipedia.org/wiki/History_of_the_European_Union
http://www.lse.ac.uk/Depts/intrel/pdfs/EFPU-superpowerorsuperstate.pdf
http://www.un.org/
http://europa.eu/abc/index_en.htm
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Mystery Babylon

Will a global religious system (the Roman Catholic Church) become the
Mystery Babylon spoken of in the bible? 
In Revelation 17:1-6 The angel said to John come hither; I will shew unto thee the
judgment of the great whore that sitteth upon many waters: With whom the kings of the
earth have committed fornication, and the inhabitants of the earth have been made
drunk with the wine of her fornication. So he carried me away in the spirit into the
wilderness: and I saw a woman sit upon a scarlet coloured beast, full of names of
blasphemy. And the woman was arrayed in purple and scarlet colour, and decked with
gold and precious stones and pearls, having a golden cup in her hand full of
abominations and filthiness of her fornication: And upon her forehead was a name
written, MYSTERY, BABYLON THE GREAT, THE MOTHER OF HARLOTS AND ABOMINATIONS
OF THE EARTH. (Video and text links at bottom of page)

Will this Pope or the next one be the coming false prophet? Click here

Priest dressed in purple and scarlet
 

 Pope Benedict XVI

The Coming One World Religion Part 1

Listen: 

Irvin Baxter, Jr., Endtime Ministries

The Coming One World Religion Part 2

Listen: 

Irvin Baxter, Jr., Endtime Ministries

Mystery Babylon and the EU
By Allan Rasmussen 

Our world is witnessing the spirit of Babylon rising once again, where man is seeking to
glorify himself at the expense of God. The modern word which describes this
phenomenon is ‘humanism’. Yet the idea is anything but modern. 

Pieter Brueghel’s painting of the Tower of Babel

The manifestations of humanism, and its prideful path can be traced all the way back to
ancient Babylon. There, on the banks of the Euphrates River, Nimrod, the King of
Babylon, and his seductive Queen, Semiramis, oversaw the building of a huge and unholy
architectural monstrosity, the Tower of Babel. This story, out of Genesis 11:1-9, has
delivered into the English language the word ‘babble’ which reflects the confusion of
speech that God imposed on the world at that time. The Scripture tells us that "the whole
earth had one language and one speech." The reason God intervened to confuse speech
and scatter them over the face of the earth was to prevent mankind fulfilling its
immediate aim – to establish a One World Order and unite all nations and peoples in the
worship of Lucifer, the deity recognized by the ancients under such names as Baal,
Marduk, and Nebo. Today, our planet is experiencing a great revival of the style of
government and worship that was the norm in Nimrod’s Babylon. This was prophesied to
occur in Revelation 17 & 18 where we find that this End Times phenomenon is described
as the rising of Mystery Babylon. That time is come, and once again, we find that man is
building yet another towering edifice of evil, which is the fruit of man’s fallen character.
However, this time the Tower is more a spiritual idea than it is bricks and mortar,
although the finished work will be a system of absolute control, both spiritual, political
and economic, with worldwide influence, pursuing the exact same goals in the exact
same way as its ancient predecessor. At this point we must turn to Scripture and see
what the Bible declares regarding this End Times manifestation of spiritual Babylon. The
first Scripture appears in Revelation 17:1b-5 – "Come, I will show you the judgment of
the great harlot who sits on many waters, with whom the kings of the earth committed
fornication, and the inhabitants of the earth were made drunk with the wine of her
fornication. So he carried me away in the Spirit into the wilderness. And I saw a WOMAN
SITTING ON A SCARLET BEAST which was full of names of blasphemy, having seven heads
and ten horns. The woman was arrayed in purple and scarlet, and adorned with gold and
precious stones and pearls, having in her hand a golden cup full of abominations and the
filthiness of her fornication. And on her forehead a name was written: MYSTERY,
BABYLON THE GREAT, THE MOTHER OF HARLOTS AND OF THE ABOMINATIONS OF THE
EARTH. I saw the woman, drunk with the blood of the saints and with the blood of the
martyrs of Jesus. And when I saw her, I marveled with great amazement." NKJV Revelation
17:7-10 has John the Revelator explaining the "mystery" surrounding the identity of
Mystery Babylon. He records – "But the angel said to me, ‘Why did you marvel? I will tell
you the mystery of the woman and of the beast that carries her, which has the seven
heads and the ten horns. The beast that you saw was, and is not, and will ascend out of
the bottomless pit and go to perdition. And those who dwell on the earth will marvel,
whose names are not written in the Book of Life from the foundation of the world, when
they see the beast that was, and is not, and yet is. Here is the mind which has wisdom:
The seven heads are seven mountains on which the woman sits. There are also seven
kings. Five have fallen, one is, and the other has not yet come. And when he comes, he
must continue a short time.’" NKJV This description flows hand-in-glove with the Book of
Daniel, and confirms the prophetic words of Bible prophecy that 7 world kingdoms of
man must rise and fall before the unshakeable and eternal kingdom of the living God will
finally bring in everlasting righteousness. We await the final world kingdom, which is
presented in the "metal kingdom" image of Daniel 2, as being feet of iron and clay,
strength combined with weakness. The short time this Kingdom will have power is
prophesied to be 3½ years and we know this time to be the period that is commonly
called the Great Tribulation. The woman sitting on the Beast is typified in 2 ways – The
apostate harlot church, or religious Babylon and Commercial/Political Babylon which is
the world system of politics and economics judged by God in Revelation 18. We can see
then, that one part of this demonic strategy is a religious system and the other a
political/economic system. Both combine as Babylon the Great, and is symbolized by the
Woman sitting on the Beast. This duopoly requires two leaders and so we have the
embodiment of the demonic Trinity. SATAN empowers the new rising of Babylon with the
emergence of the FALSE PROPHET to rule over the One World religious system, and the
revealing of the ANTICHRIST to rule over the economic system. They will eventually wield
total power. The rise of Babylon will lead the nations of the earth into spiritual adultery -
In the Old Testament Israel was described as an adulterous nation because she often
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Nearly 500 years later, the concept and architecture of that which Brueghel imagined has
been reproduced in real life by none other than the European Union.

The EU building in Strasbourg is modeled on the original Tower of Babel as painted by
Brueghel. The logic behind this symbolism is the EU says it is seeking to "build up the
house of Europe"- a task yet to be completed.

The building is complete and in use, but is designed to look unfinished, and even has
ringed platforms to represent scaffolding. Here is the scary part. A reporter questioning
"Why the Tower of Babel" as a design concept, was answered in an astounding way by an
EU official. He said, "What they failed to complete 3000 years ago – we in Europe will
finish now!" Here we see the staggering proof of this New World Order in its formative,
yet rapidly advancing stages.

Montage of Brugel’s Tower of Babel
and the EU Building

But that is only the start! Remember we mentioned the woman sitting on a scarlet beast
called Mystery Babylon? This image comes from Greek mythology and is known as The
RAPE OF EUROPA. The legend recounts the story of Europa, who was abducted by the
Greek god Zeus who came in the form of a beast, carried her away to a far place, then
revealed his real identity and sexually abused her. One of the more famous paintings of
the Rape of Europa is reproduced here.

Unbelievably, this story of Europa, which parallels the women riding the beast in
Revelation, is being used as the logo of the EU. It seems impossible to believe. It
stretches our credibility to the limit to think that the Officials of a group of nations
would collectively agree in sober and rational discussion to produce such an image as
representative of their union. Nevertheless it is true.

Artists’s rendition of the Rape of Europa

There is another power operating however, which is manipulating the situation. The
decision makers of the EU are simply pawns in a cosmic game of chess where the
Grandmaster of sin is making his moves with his demonic character stamped all over it.
He will not enjoy the end game however, which is an eternal trip to the lake of fire.

The Rape of Europa is now immortalized again, not by paintings, but in a number of
ways, which brings Mystery Babylon sharply into focus in the very days we are living in.
Here are some of them - The woman riding the beast appears as a major sculpture,
standing outside the entrance to the EU headquarters in Strasbourg. We have the
evidence for you by way of a colour photo of the sculpture.

European stamps and Euro Coin depicting
the Woman on the Beast

A Postage Stamp was recently released in Britain. Under the banner of the EU, this stamp
shows a graphic rendition of the Rape of Europa. In Germany, credit cards have this same
image imprinted on them. In the previous issue of Omega Times we carried a picture of a
coin in the Letters page. We reproduce it here. The relatively new Euro coinage has the
Woman on the Beast appearing on the 2 Euro coin. Many of our European readers will
have handled this coin many times without realizing just what it symbolized.

These things are more than coincidence. Yet we are thankful to God that He has revealed
the hidden things to His Church in these last days, so that we have understanding of
what is happening.

The myriad number of groups, governments, societies and interest groups who are
working toward a New World Order are gradually placing all the necessary things in order
to facilitate the revived dream of Babel. The Nimrod’s of this world, along with their
supporters, will have their day in the sun, but it will be woefully brief, considering the
length of the fate of those who will be the players in this scenario.

Statue outside EU Building

Simply stated, it will be 3½ years of absolute power, then Mystery Babylon, and all its evil
system, will be confronted by the one who John reveals in Revelation 11 – the one who
appears suddenly from heaven, seated on a white horse. He is called Faithful and True,
and He judges and makes war. He is clothed in a robe dipped in blood and His name is
called the Word of God.

Global Religion Links

The Dangers of Roman Catholic Political Thought: (Watch Video Online) Film On - The
Vatican's Ultimate Quest 

The Queen Of Heaven (Watch Video Online) Film On - Mary Worship 

cheated on the Lord and turned to other gods. The same should be understood of the
new Babylonic system. She is a power that has rejected God and turned to other forms of
worship, the first being idolatry and the second materialism. Revelation clearly teaches
this. The seeds of this last great Empire are already sown and are growing before our
very eyes. The final World Kingdom of Nebuchadnezzar’s dream will be that ruled by
Antichrist. This will be an economic and religious system which will be the fulfillment of
the dream of a New World Order, which will be European in rule, and see the
consummation of Mystery Babylon. Sinful man’s innate desire to rule himself being seen
once again, in a new, revived, spiritual and economic Tower of Babel. It is no coincidence
that the things that marked the old also mark the new, because it is the same spirit. Is it
possible to see real signs that this is happening before our very eyes? Absolutely! In the
1500’s, Pieter Brueghel painted his version of the Tower of Babel. A reproduction of this
painting appears above.

EU Building in Strasbourg

http://video.google.com/videoplay?docid=-2959912112235456761&q=the+vatican&hl=en
http://vp.video.google.com/videodownload?version=0&secureurl=uwAAAKwUVjayJPdbbZqL9GG33BJsGk9p-trkKF6R21nr-qvN2d_5HHSiOm-RgrMXDmVKYyVPj7LzQcshk_iMxOilJ_j0PbMSIcB-hmp5atWu0VunfoqpPjt57a_0eTvH5RrknNIi6LOTsYyIekygtx85AkkSpZas4X52dSv2QWPz4WqgfYUeHoIkUQZKNNWvUrLVNb4xy4aSNoQQPYaQ4cWQsMTxqlVEOYuX3L8TZULrEVKLZy1-UsZh8p9ClVr2mVsKNw&sigh=OB10H7VTBMS6E9vC3Z-j1m3PcJo&begin=0&len=1061961&docid=-2959912112235456761
http://video.google.com/videoplay?docid=1694135925255557653&q=queen+of+heaven&hl=en
http://vp.video.google.com/videodownload?version=0&secureurl=uAAAAPxOJljjwyNtGCSnb8O9NmCmOCy2cZ9JW3lPFvtyWEl-hJV5JRUSS8P1H5_Nz9BUUl-RdeYoCbLP9V0vtUEENZUuhsQPPpB0LmISsnTEk-eTzAD4Y9jq10IbCG9zsChb53TPPlGwE_IBZZ0HquO77g5VANppYw4TWGFbeoJrrCcaci-QB7GGU5b9xK8fHHh_XoCWybwrn1Y-DpsNeRO7xdJLp_rxNZx1ZdCLNazn9VFT1uZdDXPcsv7yHEFbmZpRig&sigh=GqBcP4B-WbrS1mFUdhYnT-_XV3g&begin=0&len=5367162&docid=1694135925255557653


         

Pictures of Hitler with the Catholic Church's Officials 

Pagan Sun Worship And Catholicism The Sun Wheel, the Obelisk and Baal 

Catholic Occult Practices By The Cutting Edge 

The Rise of Mary and the European Union (pdf file) 

Mystery Babylon Links

The Heresies Of Benedict XVI (PDF File) 

Is The Vatican II Sect The Whore Of Babylon? (PDF File) 

The Antichrist Unveiled By Richard Bennett (PDF File) 

Is A Pope Going To Be The Antichrist? 

The Roman Catholic Church The harlot (Mystery Babylon) of Revelation 17 

What Does The Word Vatican Mean And Is The Catholic Church The Harlot? 

Is America Mystery Babylon? Article implying that America might be the end time Mystery
Babylon 

The Catholic Church The Whore Of Babylon Revealed 

Babylon and the European Union By Despatch Magazine (pdf file) 

Europa- How Revelation reveals Europe in end time prophecy 

PAX GERMANICA & U.S. OF EUROPE – OR A NEW WORLD ORDER (pdf file) 

http://www2.ministries-online.org/thecomingnewworldorder/thevatican.html
http://www.aloha.net/%7Emikesch/wheel.htm#
http://www2.ministries-online.org/thecomingnewworldorder/catholicdoctrine.html
http://www.buzzardhut.net/index/htm/EU.pdf
http://www.freewebs.com/spychips/20_BenedictXVI.pdf
http://www.freewebs.com/spychips/44_wobab.pdf
http://www.freewebs.com/spychips/antichrist_unveiled.pdf
http://www2.ministries-online.org/thecomingnewworldorder/popeantichrist.html
http://www2.ministries-online.org/thecomingnewworldorder/harlotchurch.html
http://www.aloha.net/%7Emikesch/vatican.htm
http://www2.ministries-online.org/thenewworldorder/babylon1.html
http://www.freewebs.com/eternallylost/whoreofbabylon.htm
http://www.despatch.cth.com.au/Despatch/Despatch15_2_28-37.pdf
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The Antichrist

The Antichrist and the False Prophet

listen: 

Brian Brodersen

The Great Tribulation And The 2nd Coming

listen: 

Brian Brodersen

Like Hitler the antichrist will "have a mouth that will speak very great things, and his look
will be more imposing than his fellows."   He will think to change times and laws and is
referred to as "The King of fierce countenance" who shall "have an understanding of dark
sentences."   Daniel 7:20, 25;  8:23   Because of this man all, both small and great, rich
and poor, free and slave, will be forced to receive a mark on their right hand or on their
foreheads, so that no one may buy or sell except one who has the mark, or the name of
the beast, or the number of his name.    Rev 13:16-17   (Video and text links at bottom of
page)

The Future Fuhrer 
Fuhrer means "leader" and it is one of the better-known titles of Adolf Hitler, the
infamous dictator of Nazi Germany. The mere mention of his title quickly conjures up
bad memories. It is permanently tied to the evil leader who gave us the Third Reich, the
Gestapo, the Storm Troopers, the Hitler Youth, the Society of German Maidens and other
despicable groups. It spurs images of World War II: the arming of 70 million troops
worldwide, the death of about 17 million troops, the death of about 20 million Soviet
citizens, and so many more from other nations; no one really knows how many perished.
Fuhrer or "leader" also reminds people of the swastika, goose-steping German troops,
concentration camps, death camps, the ovens of Auschwitz, the bombing of England, the
ruins of Europe, famine, fire, pestilence and large national debts. It reminds people of
the depraved man who touched off the world's darkest hour. But the wicked fuhrer of WW
II was just a forewarning of the final fuhrer, and the disaster the first fuhrer caused will
pale in comparison to what the Bible says the final fuhrer will bring in. John said, "And I
saw, and behold a white horse: and he that sat on him had a bow; and a crown was given
unto him: and he went forth conquering, and to conquer" (Revelation 6:2). The bow was
a weapon of war and a symbol of military power in John's day. The antichrist will' appear
with a bow in his hand, but he will have no arrows. Daniel said, "by peace shall [he]
destroy many" (Daniel 8:25). 

What will the World Be Like When the Antichrist Appears? 

When addressing this, the Apostle Paul used the phrase "perilous times" (2 Timothy 3:1).
"Perilous times" includes war, and one of the signs of the last days that Jesus talked
about is "wars and rumors of wars" (Matthew 24:6). While the antichrist is negotiating
peace and consolidating his power, God will release a second horse and rider. John said,
"there went out another horse that was red: and power was given to him that sat thereon
to take peace from the earth, and that they should kill one another: and there was given
unto him a great sword" (Revelation 6:4). The second rider will bring war to the earth.
"Perilous times" also includes "economic disaster." While the antichrist is boasting about
having solutions to the world's problems, God will release a third horse and rider. John
said, "I beheld, and lo a black horse; and he that sat on him had a pair of balances in his
hand. And I heard a voice in the midst of the four beasts say, A measure of wheat for a
penny, and three measures of barley for a penny; and see thou hurt not the oil and the
wine" (Revelation 6:5, 6). While the third rider will bring economic collapse to the world,
the fourth rider will bring death to millions. John said, "I looked, and behold a pale horse:
and his name that sat on him was Death, and Hell followed with him. And power was
given unto them over the fourth part of the earth, to kill with sword, and with hunger,
and with death, and with the beasts of the earth" (Revelation 6:8). 

The Antichrist's Characteristics:

I. He will be possessed of extraordinary intelligence. In Daniel 7:20 he is represented as
"A horn that had eyes." It is a double symbol. The "horn" prefigures strength; "eyes"
speak of intelligence. Again, in Daniel 8:23 he is referred to as "A King of fierce
countenance." who shall "understand dark sentences." That which baffles others shall be
simple to him. The Hebrew word here translated "dark sentences" is the same as the one
rendered "hard questions". It indicates that the Antichrist will be master of all the secrets
of occult science. This will be one of his most alluring attractions. His master mind will
captivate the educated world. His marvelous store of knowledge, his acquaintance with
the secrets of nature, his superhuman powers of perception, will stamp him as an
intellectual genius of the first magnitude. 

II. In Daniel 7:20 we are told that he has "a mouth that spake very great things." He will
have a mouth speaking very great things. He will have a perfect command and flow of
language. His oratory will not only gain attention but command respect. Revelation 13:2
declares that his mouth is "as the mouth of a lion" which is a symbolic expression telling
of the majesty and awe producing effects of his voice. The voice of the lion excels that of
any other beast. So the Antichrist will out rival orators ancient and modern. 

III. He will emerge from obscurity, but by dint of his diplomatic skill he will win the
admiration and compel the cooperation of the political world. In the early stages of his
career he appears as "a little horn" (or power), but it is not long before he climbs the
ladder of fame, and by means of brilliant statesmanship, ascends its topmost rung. Like
the majority of politicians, he will not scruple to employ questionable methods; in fact it
will be by diplomatic chicanery and intrigue that he will win his early successes. Daniel
11:21 tells us that at first they will not give to him the honor of the kingdom, but "he
shall come in peaceably, and obtain the kingdom by flatteries." Once he gains the
ascendancy none will dare to challenge his authority. 

IV. "And through his policy also he shall cause craft to prosper in his hand" (Dan. 8:25).
Under his regime everything will be nationalized, and none will be able to buy or sell
without his permission (Rev. 13:17). All commerce will be under his personal control, and
this will be used for his own aggrandizement. The wealth of the world will be at his
disposal. There are several scriptures which call attention to this. In Daniel 11:38 we are
told, "But in his estate shall he honor the god of forces (Satan): and a god whom his
fathers knew not shall be honor with gold, and silver, and with precious stones, and
pleasant things." Even plainer is Daniel 11:43, "But he shall have power over the treasures
of gold and silver, and over all the precious things of Egypt." In the last verse of Daniel
11 mention is made of his "palace." Ezekiel. 28:4, 5 speaks of him thus, "With thy
wisdom and with thine understanding thou hast gotten thee riches, and hast gotten gold
and silver into thy treasures: By thy great wisdom and by thy traffic hast thou increased
thy riches, and thine heart is lifted up because of thy riches." 

V. He will be endowed with the most extraordinary powers, so that "he shall destroy
wonderfully, and shall prosper, and practice, and shall destroy the mighty and the holy
people" (Dan. 8:24). Before his exploits the fame of Alexander and Napoleon will be
forgotten. None will be able to stand before him. He will go "forth conquering and to
conquer" (Rev. 6:2). He will sweep everything before him so that the world will exclaim,
"Who is like unto the Beast? who is able to make war with him?" (Rev. 13:4). His military
exploits will not be confined to a corner, but carried out on a vast scale. He is spoken of
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as the man who will "shake kingdoms" and "make the earth to tremble" (Isa. 14:16). 

VI. He will weld together opposing forces. He will unify conflicting agencies. Under the
compelling power of his skill the world Powers will be united. The dream of a League of
Nations will then be realized. A marvelous symbolic picture of this is given us in
Revelation 13:1,2: "And I stood upon the sand of the sea, and saw a Beast rise up out of
the sea, having seven heads and ten horns, and upon his horns ten crowns, and upon his
heads the name of blasphemy. And the Beast which I saw was like unto a leopard, and his
feet were as the feet of a bear, and his mouth as the mouth of a lion: and the Dragon
gave him his power, and his seat, and great authority." Here we find the forces of the
Roman, the Grecian, the Medo-Persian, and the Babylonian empires coalesced. He will be
the personal embodiment of the world’s political authority in its final form. So completely
will the world be swayed by the hypnotic spell cast over it by the Beast that the ten kings
of the Roman empire in its ultimate form shall "give their kingdoms unto him" (Rev.
17:17). He will be the last great Caesar. 

VII. He will proclaim himself God, demanding that Divine honors should be rendered to
him and sitting in the Temple shall show himself forth that he is God (2 Thess. 2:4). Such
wonders will he perform, such prodigious marvels will he work, the very elect would be
deceived by him did not God directly protect them. The Man of Sin will combine in
himself all the varied genius of the human race, and what is more, he will be invested
with all the wisdom and power of Satan. He will be a master of science, acquainted with
all of nature’s forces, compelling her to give up for him her long held secrets. "In this
master-piece of Satan," says one, "will be concentrated intellectual greatness, sovereign
power and human glory, combined with every species of iniquity, pride, tyranny,
willfulness, deceit, and blasphemy." "All the world wondered after the Beast" (Rev. 13:3).
His final triumph shall be that men will readily pay him Divine homage, yea, so great will
be his dazzling power over men, they will worship his very image (Rev. 13:14,15).

This coming world leader will begin by exerting control over ten nations which were once
part of the Roman Empire   . . .
 
             "The ten horns are ten kings who shall arise from [out of]
              this kingdom [the Roman Empire ... could be 10 nations out of the European
Union)
              And another shall rise after them;
              he [the Antichrist] shall be different from the first ones,
              and shall subdue three kings [or nations] . . ."   
              (Dan 7:24)

"Shall be different"... we don't know what nationality this man will be, or what might
make him "different."  In one verse he is described as 'the Assyrian' (an area around Syria
and Iraq).  This man will quickly consolidate power over 10 nations (probably European)
and then over the whole world through treaties and war.  God warns this man will be
empowered by Satan.  He will lead the world into the terrors of the Apocalypse.  The
world will view him as a great leader and a man of peace.  This man will be Satan’s
counterfeit messiah. He will use deception and lies to "spin" his web of deceit and to
conceal his true motives. 

The Beast: The Rise of Satan's Anti-christ . . .
"Then I stood on the sand of the sea.
And I saw a beast
rising up out of the sea,
having seven heads and ten horns,
and on his horns ten crowns,
[The book of Daniel explains these represent 10 nations he will rule]
and on his heads a blasphemous name . . .
The dragon [Satan] gave him his power,
his throne, and great authority."
(Rev 13:1,2)
"The coming of the lawless one
is according to the working of Satan,
with all power, signs [miracles], and lying wonders"
(II Th 2:9-10)
"It was granted to him to make war with the saints
and to overcome them.
And authority was given him
over every tribe, tongue, and nation."
[This "leader" will dominate "World" governments]
(Rev 13:7)
We are told quite a bit about this coming world leader, who will someday soon rise in
power . . .
- He will be indwelt and empowered by Satan
- He will rise to power over 10 nations [from the old Roman Empire ... Europe?
- He will somehow be 'diverse from the rest' so we are not certain he will be European
- He will bring peace, yet conquer through treaties and war
- He will be very, very popular around the world
- He will be a great talker and speech maker
- He will likely be charismatic and is called the king of fierce countenance
- He will enforce a "peace" plan or resolution [covenant] upon nation Israel
- [It doesn’t say he signs this treaty, but he enforces some coming 'peace plan' or
resolution]
- He will appear to perform miracles ("lying signs and wonders")
- He will require that everybody on Earth receive a mark or identification on their
- forehead or hand and nobody will legally be able to buy or sell without it
- He will declare he is "God"
- Unspeakable terror and war will then engulf Earth for exactly 3Ѕ years (1260 days)
- He will direct the slaughter of millions
- He will lead the armies of the world into Israel . . . Armageddon.
A Second Beast will Rise.
The coming Antichrist will have a partner - the false prophet . . .
"Then I saw another beast coming up out of the Earth,
and he had two horns like a lamb
and spoke like a dragon.
And he exercises all the authority
of the first beast [the Anti-christ] in his presence,
and causes the Earth and those who dwell in it
to worship the first beast [the Anti-christ],
whose deadly wound was healed."
(Rev 13:11-12)
This powerful leader will rise to power with the Antichrist. In this prophecy God reveals
some important information and details concerning this man ...
"Two horns like a lamb,", but "spoke like a dragon" tells us he will be controlled and
directed by Satan. This person, along with the religious system he will lead, is referred to
as "The Woman Who Rides the Beast" in the book of Revelation. This evil, blood-thirsty
"one-world" religion appears to rise out of Rome.
The "Image of the Beast" . . .
"He was granted power to give breath to the image of the beast,
that the image of the beast should both speak
and cause as many as would not worship
the image of the beast to be killed."
(Rev 13:15)
This false prophet will create some sort of an "image" representing the Anti-christ. All
those who refuse to worship it will be executed.

The "Mark of the Beast"

             "He causes all, both small and great, rich and poor, free and slave,
              to receive a mark on their right hand or on their foreheads,
              and that no one may buy or sell except one who has the mark,
              or the name of the beast, or the number of his name."
              (Rev 13:16-17)
 
This mark, which is usually called the "mark of the beast," will place everyone in peril.
Complying will ignite the wrath of God and result in a person being cast into the lake of
fire (Revelation 14:9-11). Not complying will ignite the wrath of the antichrist and result
in a person being beheaded (Revelation 20:4). Everyone will have to decide whether or
not to take the mark. Cooperation will open the door for a person to obtain food, water,
medicine, housing, electricity, clothing and more. But not cooperating will prevent a
person from obtaining the necessities of life. It doesn't require much imagination to



realize just how bad this will be. There will be widespread famine. This mark of the beast
is why so many prophecy experts talk about the coming "cashless society." They know
that a system will be needed to track all buying and selling. They also know that
computers can do that if every transaction is scanned. So they believe money will be
replaced by a computerized scanning system that will make the infamous mark of the
beast both practical and plausible. Fingerprint scanners, voice print scanners, eye
scanners, computerized smart cards and implanted computer chips are already a reality
that is only step away from what the Bible predicted almost 2,000 years ago.

The details of the little horn of Daniel 7 and the first beast of
Revelation 13 reveal the antichrist of Bible prophecy. 

Daniel's Vision John's Vision

"Daniel spake and said, I saw in my
vision by night, and, behold, the
four winds of the heaven strove
upon the great sea." 

"And four great beasts came up
from the sea, diverse one from
another." 

"The first was like a lion, and had
eagle's wings: I beheld till the wings
thereof were plucked, and it was
lifted up from the earth, and made
stand upon the feet as a man, and a
man's heart was given to it."

"And behold another beast, a
second, like to a bear, and it raised
up itself on one side, and it had
three ribs in the mouth of it
between the teeth of it: and they
said thus unto it, Arise, devour
much flesh." 

"After this I beheld, and lo another,
like a leopard, which had upon the
back of it four wings of a fowl; the
beast had also four heads; and
dominion was given to it."

"After this I saw in the night visions,
and behold a fourth beast, dreadful
and terrible, and strong
exceedingly; and it had great iron
teeth: it devoured and brake in
pieces, and stamped the residue
with the feet of it: and it was
diverse from all the beasts that were
before it; and it had ten horns."

"I considered the horns, and,
behold, there came up among them
another little horn, before whom
there were three of the first horns
plucked up by the roots: and,
behold, in this horn were eyes like
the eyes of man, and a mouth
speaking great things." Daniel 7:2-8

"I beheld, and the same horn made
war with the saints, and prevailed
against them" Daniel 7:21

"And the ten horns out of this
kingdom are ten kings that shall
arise: and another shall rise after
them; and he shall be diverse from
the first, and he shall subdue three
kings."

"And he shall speak great words
against the most High, and shall
wear out the saints of the most
High, and think to change times
and laws: and they shall be given
into his hand until a time and times
and the dividing of time." Daniel
7:24-25

"And I stood upon the sand of the
sea, and saw a beast rise up out of
the sea, having seven heads and ten
horns, and upon his horns ten
crowns, and upon his heads the
name of blasphemy. 

And the beast which I saw was like
unto a leopard, and his feet were as
the feet of a bear, and his mouth as
the mouth of a lion: and the dragon
gave him his power, and his seat,
and great authority." Revelation
13:1-2

"And I saw one of his heads as it
were wounded to death; and his
deadly wound was healed: and all
the world wondered after the beast."

"And they worshipped the dragon
which gave power unto the beast:
and they worshipped the beast,
saying, Who is like unto the beast?
who is able to make war with him?"

"And there was given unto him a
mouth speaking great things and
blasphemies; and power was given
unto him to continue forty and two
months."

"And he opened his mouth in
blasphemy against God, to
blaspheme his name, and his
tabernacle, and them that dwell in
heaven."

"And it was given unto him to make
war with the saints, and to
overcome them: and power was
given him over all kindreds, and
tongues, and nations."

"And all that dwell upon the earth
shall worship him, whose names are
not written in the book of life of the
Lamb slain from the foundation of
the world." Revelation 13:3-8 

"And that no man might buy or sell,
save he that had the mark, or the
name of the beast, or the number of
his name." 

"Here is wisdom. Let him that hath
understanding count the number of
the beast: for it is the number of a
man; and his number is Six hundred
threescore and six." Revelation
13:17-18

Now lets take a closer look at the similarities:
1. The beasts arise 'out of the sea', 'up from the
sea' Rev. 13:1, Daniel 7:3

2. 'like unto a leopard', 'another, like a leopard' Rev. 13:2, Daniel 7:6

3. 'feet of a bear', 'like to a bear' Rev. 13:2, Daniel 7:5

4. 'mouth of a lion', 'was like a lion' Rev. 13:2, Daniel 7:4

5. 'the dragon', 'a fourth beast, dreadful and
terrible' Rev. 13:2, Daniel 7:7

6. 'seven heads', (the four beasts have a total of 7
heads)

Rev. 13:1, Daniel
7:4-7

7. 'ten horns', 'it had ten horns' Rev. 13:1, Daniel 7:7

Notice also that the beast and the little horn rule for the same period of time: 
8. 'forty and two months', 'time, times, and dividing
of time'

Rev. 13:5, Daniel
7:25

The beast and the little horn have a notable leader: 

9. 'number of a man', 'eyes of a man' Rev. 13:18, Daniel
7:8

The beast of Revelation 13 and the little horn do the same things:

10. 'blasphemy against God', 'speak great words' Rev. 13:5-6, Daniel
7:8, 20, 25

11.'make war with the saints', 'made war with the
saints'

Rev. 13:2, Daniel
7:21

Here are some additional points:
Notable power and position comes from the 'dragon':
12. 'gave him his power, and his seat, and great
authority', "fourth beast, dreadful and terrible, and
strong exceedingly... and it had ten horns.'

Rev. 13:2, Daniel
7:7

The beast receives a deadly wound:
13. 'wounded to death' Rev. 13:3

This wound is healed and the beast regains worldwide influence and power:
14. 'and his deadly wound was healed' Rev. 13:3

The beast is a religious power that receives worship:
15. 'all the world wondered...and they worshipped
the beast', "shall be diverse"

Rev. 13:3-4, Daniel
7:24

Through the books of Revelation and Daniel God gives us a thorough description of the
antichrist of Bible prophecy. It is important to identify the antichrist because from it will
come the sign, or "mark", of it's authority. Against this mark, "the mark of the beast", or
the mark of the authority of the antichrist, comes one of the Bible's strongest
prohibitions.

"And the third angel followed them, saying with a loud voice, If any man worship the
beast and his image, and receive his mark in his forehead, or in his hand, The same
shall drink of the wine of the wrath of God, which is poured out without mixture into the



         

cup of his indignation; and he shall be tormented with fire and brimstone in the
presence of the holy angels, and in the presence of the Lamb:" Revelation 14:9-10 

16. 'And he causeth all, to receive a mark', 'think to
change times and laws:'

Rev. 13:15-17,
Daniel 7:25
(see also Romans
6:16)

Antichrist Links

Tomorrow's World - Who Is the Beast of Revelation?   
(Watch an online video 30 min.) 

The Book of Revelation Unveiled  (Pdf File) 

Chart Of The Times Of The Gentiles  (Html webpage) 

Chart Of Daniel's 70th Week  (Html webpage)     Daniel's
Seventy Week   (Power point presentation) 

That Antichrist  (pdf file) 

The Prophetic Beast  (pdf file) 

The Antichrist And His Kingdom   (Pdf File) 

27 Characteristics Of The Antichrist   (Pdf File) 

Rise of the Antichrist, False Prophet and a 10 Nation 
Confederacy  By: Mike Bradley 

http://video.google.com/videoplay?docid=-6717429116907226726
http://www.beyondtoday.tv/booklets/RV/RV.pdf
http://www2.ministries-online.org/thecomingnewworldorder/charts.html
http://www2.ministries-online.org/thecomingnewworldorder/70thweek.html
http://www.freewebs.com/spychips/Daniels%2070%20Sevens.PPT
http://www.freewebs.com/spychips/Daniels%2070%20Sevens.PPT
http://www.freewebs.com/spychips/0602.pdf
http://www.freewebs.com/spychips/0419.pdf
http://www.freewebs.com/spychips/6Antichristandkingdom.pdf
http://www.freewebs.com/spychips/The%2027%20Characteristics%20of%20the%20AntiChrist.pdf
http://www2.ministries-online.org/thecomingnewworldorder/riseofantichrist.html
http://www2.ministries-online.org/thecomingnewworldorder/riseofantichrist.html
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What's Next?

Are We Nearing the End Times?

Did you know all the signs Christ said would signify His second coming are occurring in
our time?

When Jesus' disciples asked what would signal His return, He gave them several signs to
watch for. He also taught that the time immediately before His coming would be known
as the "beginning of sorrows" (Matt. 24:8), which in English means the "onset of labor
pains."

Jesus was saying the signs of His coming would start out as mild pangs spaced widely
apart like human labor and then gradually become closer together and more intense, like
the birth process, until this final seven-year (Daniel's 70th week) period of suffering and
judgment would culminate in the coming of the Messiah.

The Signs

Consider the signs that Jesus said would be the prelude to His return and notice how
they've begun to occur in our time:

False Christs: The past few decades have witnessed a huge upsurge in charismatic
leaders claiming to be Christ, including the Moonies' Rev. Sun Moon, the Buddhist Dalai
Lama, the Hindu Krishnamurti, the Jewish rabbi Menachem Schneerson, and the Bahais'
Baha Ullah, to name a few. Collectively, their followers number in the millions. . Jesus
replied to them, "See that none misleads you; for many will come in My name, saying, 'I
am the Christ,' and will mislead many." Matt. 24:4,5

War: War in the original Greek of Matthew 24 is ethnos, meaning ethnic or racial war. A
recent editorial in Time magazine reported there are presently 67 wars being fought
around the planet and most of them are ethnic wars, including the recent slaughter in
Rwanda and Bosnia. According to the National Defense Council Foundation, conflicts
around the globe have doubled since 1989. "... you shall hear of wars and rumors of
wars..." Matt. 24:6,7

Famine: The LA Times reported recently that more than one billion people suffer from
serious malnutrition, exacerbated in the past months by worldwide drought. More than
35 million people living mostly in the southern states of Africa suffer from acute hunger
and are threatened with imminent death. "There will be famines..." Matt. 24:7.

Pestilence: The rate of infectious diseases has increased 58% since 1980, according to
the U.S. Centers for Disease Control. Diseases once considered conquered are now
reappearing, sometimes in drug-resistant forms. AIDS has become a worldwide scourge,
and viral diseases such as Ebola pose an international threat because of transcontinental
flight. "There will be pestilences." Matt. 24:7.

Earthquakes: The number of dangerous earthquakes measuring 6.0 or greater on the
Richter scale has been steadily increasing since the 1950s when there were nine. In the
1960s, there were 13. In the 1970s, 51. In the 1980s, 86. In the 1990s more than100
such serious earthquakes have already been recorded, according to the LA Herald
Examiner. "There will be...earthquakes in various places." Matt. 24:7.

The Seas and Waves Roaring: The Associated Press reports that the most recently
completed Atlantic hurricane season produced 11 hurricanes, 8 tropical storms, and $7.7
billion in damage. Serious flooding has also occurred recently in the U.S., Russia, Japan,
Mexico, China, Europe, Korea, and the United Kingdom, according to Barron's. "There will
be bewilderment at the roaring of the sea and waves." Luke 21:25.

Violence: Since 1960 violent crime has increased in the U.S. by 560%, according to FBI
statistics, and the number of reported cases of child abuse in the U.S. has risen from
670,000 in 1976 to nearly 3 million in the 1990s. Other nations are experiencing similar
dramatic increases in violent crime, reports the San Francisco Chronicle. "...as the days of
Noah were, so shall also the coming of the Son of man be." Mt. 24:37. ("And God said
unto Noah, '...the earth is filled with violence...'" Gen. 6:13.)

Gospel Preached to the Whole World: Christian radio and TV are now reaching into
almost every nook and cranny of planet Earth. "...and this gospel of the kingdom shall be
preached to the whole world and then the end shall come." Mt. 24:14.

All of the signs that Jesus said would precede His return seem to be occurring in our
time.

Other Prophecies Fulfilled

1. Other prophecies relating to this seven-year period of judgment, coming from
many parts of the Bible, have also begun to be fulfilled:

2. Israel reborn as a nation in 1948 (Ezek. 4:3-6, Lev. 26:18)
3. Israel surrounded by hostile Arab countries ( Psalm 83:4-8)
4. Jerusalem inhabited by the Jews (Luke 21:24)
5. Israel negotiates a peace treaty with her enemies (Daniel 9:27)
6. Doomsday weapons threaten earth (Joel 2:3)
7. Ecological devastation occurs (Rev. 11:18)
8. The Roman Empire revives as the European Union (Daniel 2:40-44)
9. Heresies become widespread (II Thess. 2:3)

10. Russia rises as a military power (Ezek. 38:1-12)
11. A hole in the ozone layer develops (Rev. 16:8.9)
12. TV communications are global (Revelation 11:9,10)
13. Cultic activity arises (I Tim. 4:1)
14. Sub-dermal microchips for identification purposes (Rev. 13:16,17)
15. Massive increases in wealth occur (Jas. 5:3)
16. GATT and World Trade Organization become possible forerunners of a world

government (Rev. 13:7)
17. Asia possesses resources for a 200-million-man army (Rev. 9:14-16)
18. The Euphrates River can be dried up (Rev. 16:12-v 14) and a military highway

linking Asia to the Middle East is being completed (Rev. 9:14)
19. Knowledge vastly increases (Dan. 12:4)
20. Russian and Ethiopian Jews return to Israel (Jer. 23:7,8; Zeph. 3:10)
21. The Hebrew language is recovered (Zeph. 3:9)
22. Jerusalem is rebuilt in nine specific directions (Jer. 31:38-40)
23. Levites and priests train for Temple service (Ezek. 43:14,15)
24. Israel's rainfall increases dramatically (Joel 2:23) and the country becomes fertile

and blossoms (Isa. 27:6)
25. Men become more selfish, arrogant, abusive, ungrateful, fierce and treacherous

(II Tim. 3:2,3)

Where We Fit In

Referring to these signs, Jesus said, "When these things begin to come to pass, then look
up and lift up your heads, for your redemption draws near." (Luke 21:24-28).

If we are approaching that seven-year period that precedes the second coming of Christ
- and all the signs indicate we are - the Bible tells us those years of judgment upon the
earth will be accompanied by untold human suffering.

But believers in Christ who have sincerely placed their trust in Him can be certain of the
redemption to which Jesus referred.

So where does that leave you? Are you one of God's children who's been called to believe
in His Son but has rejected each invitation? Where are you going to spend eternity?

Jesus told us that "God so loved the world that He gave His only Son, so that whoever
believes in Him should not perish, but have everlasting life" (John. 3:16). But He went on
to say that "...he who does not believe is already condemned because he has not believed
in the name of the only Son of God" (John. 3:18).

Is it too late for you to find salvation?

Not yet. God designed an offering, His only Son died a miserable death on a cross so that
our sins could be blotted out in our Creator's sight and we could be reconciled to Him.

All we have to do is accept His Son as the perfect sacrifice for our sins. By doing this our
loving Father promised that, "Eye has not seen, nor ear heard, nor heart imagined the
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wonderful things God has prepared for those who love Him" (1 Cor. 2:9).

Would you like to receive those "wonderful things" in the everlasting life Christ promised
His followers? Do you want to know how to accept God's Son? It's simple. All you have to
do is sincerely pray this prayer: "Lord Jesus, I know I'm a sinner and need Your
forgiveness. I believe that you died for my sins and I want to turn away from my
wrongdoing. Right now I'm inviting you to come into my heart and life. I want to trust
and follow You, making You my Lord and Savior. Amen."
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